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1. O6mMe MoJI0KeHUs

JlaHHBI JTOKYMEHT ONWCHIBaeT nomnoiHeHus K craHgapty PKCS#15, mospomstomiue
UCIIOJIB30BaTh CHMHTAKCUC TAHHOTO CTaHAapTa I CO3JIaHHS KOHTCHHEPOB XpaHCHUs KIIFOYeH
anroputmMoB 'OCT P 34-10 2001 u T'OCT 28147-89.

B cootBerctBun ¢ pasgenom 4 crangapra PKCS#15 [1] coctaB m  uepapxuueckas
CTPYKTypa OOBEKTOB MPEACTABIISETCS B BUAC CIACAYIONICH CXEMBI.

PKCS#15
Top Object
(abstract)
y
Key Object Certificate Data Object Authentication
(abstract) Object (abstract) Object
(abstract) (abstract)
A 4
Private Key Secret Key Public Key X.509 Other External data PIN Object Biometric
(structural) (structural) (structural) Certificate Certificates objects (structural) Template

Puc. 1 CocraB U mepapxudeckas cTpykrypa oobekToB PKCS#15

Kak BumHO u3 puc.l cymectByromee B pamkax cranaapra PKCS#15 MHOXeCTBO THIIOB
JTAHHBIX TOKPBIBAET BCE IOTPEOHOCTH KIIOYEBOTO KOHTEiHEpa M 00eCHeuyMBaeT YEeTKYIO
CCBUIOYHYIO CTPYKTYpPY, OOJIETYaroNIyl0 IOUMCK M COMOCTaBIEeHHE 00BEKTOB.

Tuner manabix Authentication Object u Data Object otHocsaTcst B Gosbiiieii Mepe K
HOCHTEIIM WHpopManmu Tuma TOKEN W jIsi MPOrpaMMHBIX pealu3alliii He MPEICTaBISIOT
ocoboro umHTepeca. Bmecte ¢ Tem oObekr Data Object mpemocraBisier BO3MOXKHOCTH IS
pacimpeHuii, onpenensieMbix npousBoauteaeM. O6bexTsr Authentication Object moryTt ObITh
MOJE3Hbl [l XPaHCHUS TOJUTHK NApOJbHOW 3amuThl. [IOCKOIBKY TpPH COBMECTHOM
UCTIONIb30BaHUU KOHTelHepa pasHbiMu CK3U maHHBIE OOBEKTHI POJM HE WIPAIOT, B JTaHHOM
JIOKYMEHTE OHU M3 PACCMOTPEHHUS HCKITFOUAOTCS.

CyIIecTBEHHOW TPENCTABISICTCS BO3MOXKHOCTh XpaHEHHS CEPTU(UKATOB Pa3IUYHOTO
tuma. B HacTosuii MOMEHT B OOJIBIIMHCTBE NPUIIOKEHHH HCIOJB3YIOTCS CepTUDUKATHI
dopmara X.509, HO BMecTe C TeM B CTaHIApTE MPEIyCMOTPEHBI BO3MOXHOCTH XpaHEHHS U
UCTIOJIB30BaHUs CePTU(UKATOB JAPYTHX THUIIOB, B YaCTHOCTH aTPUOYTHBIX cepTudukaToB, PGP u
npyrux (pasnen 6.6 [1]).

2. ba3ossble Tunbl PKCS#15

bazoBbie THIBI TOAPOOHO ommcaHbl B pasgene 6.1 cramgapra PKCS #15 [1].
®DaKTHYECKH, TUX THUIOB JIOCTATOYHO I Clienu(pUKauK UHPOPMAIMHA O KJIHOYaX, BKIIOYAs
Ha3HAYCHUE KIIOYEH, CPOKHU JEWCTBUA, JAHHbIC O BiIaAelble, u3aarene U T.m. Her cmbicia



3

MOJIHOCTHIO H3JIaraTh COOTBETCTBYIOIIMI pa3/iel CTaHAapTa B HACTOSIIEM JTOKYMEHTE, HO
CJIeyeT PaCCMOTPETH OT/ACIbHBIC, BAKHBIC C TOUYKH 3PEHHUS IMOCTABJICHHOM 3a]1a4M, THUIIHI.

B pamrax PKCS#15 [1] He cymiecTByeT MOHATHS KMEHH KOHTEHHEpA, ISl MMEHOBAHUS U
CBs3bIBaHMS 00BEKTOB IpuMeHsieTcst MeTka (pasaen 6.1.3 PKCS #15 [1]).

Label ::= UTF8String (SIZE(0..pkcs15-ub-label))

B uneonorun PKCS#15 [1] 00bekThl MOT'YT XpaHUTBCS KaK B BUJC 3HAYCHUIA, TaK U B
BUJIC CCBUIOK Ha Jpyrue OOBEKThl, Hampumep (aiibl, obue pecypebl W T.4. Jis atoro
npuMeHsioT Tun gaHaeix PathOrObjects (pasmen 6.1.7 PKCS #15 [1]).

DTOT ’K€ THI MO3BOJIICT OJHO3HAYHO YyKa3aTh, B KAKOM BHJIE XPAHATCS [aHHBIE,
otkpeiTom (Objects [0]) wiu 3amudposansom (direct-protected [2]).

PathOrObjects {ObjectType} ::= CHOICE {
path Path,
objects [0] SEQUENCE OF ObjectType,

indirect-protected [1] ReferencedValue {EnvelopedData {SEQUENCE OF
ObjectType}},
direct-protected [2] EnvelopedData {SEQUENCE OF ObjectType},

}

Z[J'ISI o0ecrieyeHus KOH(bI/II[eHI_II/IaJ'IBHOCTI/I 3aKPbITBIX KJIFOYEeH JIOTUYHO BOCIIOJIB30BAaThCS
tuniom EnvelopedData: direct-protected [2] EnvelopedData {SEQUENCE OF
ObjectType}.

Jlist uneHTuUKauK mapaMeTpoB 0OHEKTOB U 00JIACTH UX MPUMEHEHHS MOKET OBIThH
ucnonps3oBan Tun Keyinfo (pasngen 6.1.13 PKCS #15 [1]).

KeyInfo {ParameterType, OperationsType} ::= CHOICE {
reference Reference,

paramsAndOps SEQUENCE {

parameters ParameterType,

supportedOperations OperationsType OPTIONAL

}
}

Camu o0wvekTel PKCS#15 [1] mpencrasisitor coboii Habop aTprOyTOB pasHOro ypOBHSI
JeTaIM3alliy, MO3BOJIAIONIMX OIMCHIBATH BCEBO3MOXKHBIE CBOWCTBA OOBEKTOB, H IIPH
HEO0OXOIUMOCTH PACIIUPUTD IEPEUEHB OMMCHIBAEMBIX CBONCTB.

PKCS150bject {ClassAttributes, SubClassAttributes, TypeAttributes} ::=
SEQUENCE {

commonObjectAttributes CommonObjectAttributes,

classAttributes ClassAttributes,

subClassAttributes [0] SubClassAttributes OPTIONAL,

typeAttributes [1] TypeAttributes

}



3. OG'BbEeKThI /11 XpaHEeHU KI4en

B pamkax crangapra PKCS#15 [1] B KoHTeliHEpe MOTYT XPaHUTHCS KIIOYM TPEX THITOB:
Private, Secret u Public. Paccmotpum mnpeanaraembie CTPYKTYpbl M BO3MOXKHOCTH UX
pacIIMpeHust sl XpaHeHust kitouelt anroputmoB JuHerku 'OCT.

3.1. Key Value

s obecriedeHus 3allUThl 3aKPHITHIX KJIFOYEH OT yTedyeK M0 MOOOYHBIM KaHajlaM IpH
CUMTHIBAHUM M TPOBEAECHHM ONEpalii ¢ KIoYaMH, LeJIecoOo0pa3HO HCIIOJIb30BAHUE
MacKHUpPOBAaHHBIX Kitoded. s XpaHeHUs MacKUpOBAHHBIX KIIOYeH M HAaOOpOB MacoK
IpeJIaraeTcsi UCIOoJIb30BaTh MIPEICTABICHHUE KII04a B BUJE:

KeyValueMask ::= OCTET STRING { M{|M,|....|My+1 }.

HO,Z[pO6HO€ OINMMCAHUC NAHHOTO IMPEACTABIICHUA KIIHOYaA U3JI0KECHO B JOKYMCHTC [7]

3.2. Private Key

B cootBerctBum ¢ pasaenom 6.3.1 PKCS#15 [1].

PrivateKeyType ::= CHOICE {

privateRSAKeyPrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey [0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey[2] PrivateKeyObject {PrivateDSAKeyAttributes},
privateKEAKey[3] PrivateKeyObject {PrivateKEAKeyAttributes},

... -- For future extensions

}

PrivateKeyObject {KeyAttributes} ::= PKCS150bject {
CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}

Hnst  xpanenuss wmouerd anroputmMa ['OCT  34.10-2001 mnpesaraeTcsi BBECTH
COOTBETCTBYIOLIMIA THI KJTFOYA!

privateGostR3410-2001Key [26] PrivateKeyObject {PrivateGostR3410-
2001KeyAttributes}

PrivateGostR3410-2001KeyAttributes ::= SEQUENCE {

value ObjectValue { GostR3410-2001PrivateKey},

keyInfo KeyInfo {GostPrivateKeyParameters, PublicKeyOperations}
OPTIONAL,

... -- For future extensions

}

GostR3410-2001PrivateKey ::= KeyValueMask

GostPrivateKeyParameters ::= CHOICE {

CryptoProParamSet OBJECT IDENTIFIER,
PrivateKeyParamSet [0] GostR3410-2001-ParamSetParameters,
SecretKeyParamSet [1] Gost28147-89-ParamSetParameters,



CryptoProParamSet - uaentudukatop napameTpoB aJropuTMa, KOTOPbIi BEIOMpaeTcs
B COOTBETCTBHH ¢ pasaeinom 8.4 RFC4357 [3].

GostR3410-2001-ParamSetAlgorithm ALGORITHM-IDENTIFIER ::= {

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
id-GostR3410-2001-TestParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
id-GostR3410-2001-CryptoPro-A-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
id-GostR3410-2001-CryptoPro-B-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
id-GostR3410-2001-CryptoPro-C-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
id-GostR3410-2001-CryptoPro-XchA-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
id-GostR3410-2001-CryptoPro-XchB-ParamSet }

Crpykrypa GO0StR3410-2001-ParamSetParameters omnpenenena B pasaene 8.4
RFC4357 [3], ctpykrypa Gost28147-89-ParamSetParameters — B pasmene 8.1 RFC4357

[3].
Ecmm keylInfo we ykazano, npennonaraercst 3HaueHHE TapaMeTPOB 10 YMOTYAHUIO:

Keylnfo.paramsAndOps.parameters = id-GostR3410-2001-CryptoPro-A-
ParamSet

3.3. Public Key

AHAIOTHYHO 3aKphITOMY KJIt0uy B pazzaene 6.4.1 PKCS #15 [1] onpeneneHsl
OTKPBITHIE KJIFOUH.

PublicKeyType ::= CHOICE {

publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},

publicECKey [0] PublicKeyObject {PublicECKeyAttributes},

publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},

publicDSAKey [2] PublicKeyObject {PublicDSAKeyAttributes},

publicKEAKey [3] PublicKeyObject {PublicKEAKeyAttributes},

... -- For future extensions

}

PublicKeyObject {KeyAttributes} ::= PKCS150bject {
CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

I[J'ISI XPaHCHUSA OTKPBITOI'O KJIK04a, AaHAJIOTUYHO CCKPECTHOMY, IMPCAJIAracTCa
HCIIOJB30BaTh CJ'IC,Z[YIOH_IHﬁ THII.

publicGostR3410-2001Key [26] PublicKeyObject {PublicGostR3410-
2001KeyAttributes},



PublicGostR3410-2001KeyAttributes ::= SEQUENCE {

value ObjectValue {ECPublicKeyChoice},

keyInfo KeyInfo {GostPrivateKeyParameters, PublicKeyOperations}
OPTIONAL,

... -- For future extensions

}

GostR3410-2001PublicKeyChoice ::= CHOICE {
raw GostR3410-2001Point,
spki SubjectPublicKeylInfo, -- See X.509. Must contain a public EC key

.

ITpu wucnons3oBanuu SubjectPublicKeyInfo orkpeiTelii KIOY ¥ €ro mapamerpbl
JIOJKHBI OBITH IPEICTABICHBI B COOTBETCTBHH C pasaeinom 2.3.2 RFC4491 [4].

ITIpu wucnone3oBanun GOStR3410-2001Point OTKpBITHIM KIOY JOKEH HMETh
MIpPE/ICTABJICHHUE, ONTMCAHHOE B JOKyMeHTE [7].

GostR3410-2001Point ::= GostR3410-2001-PublicKey.

Ecau keylnfo HC YKa3aHO, IpEANOojJaracTcsa 3HaYCHUEC apaMEeTpPOB 110 YMOJIYAaHUIO:

KeyInfo.paramsAndOps.parameters = id-GostR3410-2001-CryptoPro-A-
ParamSet.

3.4. Secret Key

CTpyKTypa CHMMETPHYHOTO CEKPETHOTO KJI04a ompeseneHa B pazaene 6.5.1 PKCS #15

[1].

SecretKeyType ::= CHOICE {

genericSecretKey SecretKeyObject {GenericSecretKeyAttributes},
rc2key [0] SecretKeyObject {GenericSecretKeyAttributes},
rcdkey [1] SecretKeyObject {GenericSecretKeyAttributes},
desKey [2] SecretKeyObject {GenericSecretKeyAttributes},
des2Key [3] SecretKeyObject {GenericSecretKeyAttributes},
des3Key [4] SecretKeyObject {GenericSecretKeyAttributes},
castKey [5] SecretKeyObject {GenericSecretKeyAttributes},
cast3Key [6] SecretKeyObject {GenericSecretKeyAttributes},
cast128Key [7] SecretKeyObject {GenericSecretKeyAttributes},
rc5Key [8] SecretKeyObject {GenericSecretKeyAttributes},
ideaKey [9] SecretKeyObject {GenericSecretKeyAttributes},
skipjackKey [10] SecretKeyObject {GenericSecretKeyAttributes},
batonKey [11] SecretKeyObject {GenericSecretKeyAttributes},
juniperKey [12] SecretKeyObject {GenericSecretKeyAttributes},
rcé6Key [13] SecretKeyObject {GenericSecretKeyAttributes},
otherKey [14] OtherKey,

... -- For future extensions

}

SecretKeyObject {KeyAttributes} ::= PKCS150bject {
CommonKeyAttributes, CommonSecretKeyAttributes, KeyAttributes}



B nannom cimygae mist anroputma [OCT 28147-89 mosxeT ObITh UCTIOIH30BAH THIL.
gostKey [26] GostSecretKey

GostSecretKey ::= SEQUENCE {
keyTypeGost OBJECT IDENTIFIER,
keyAttr SecretKeyObject {GostSecretKeyAttributes}

}

B kauectBe maeHTH(HUKATOpPA THIIA KIIFOYA JOJKCH OBITH MPEICTABICH HACHTH(PHUKATOP
anroput™a B cootBercTBun ¢ RFC4357 [3].

keyTypeGost = id-Gost28147-89.
ATpuOyTBHl CHMMETPUYHOTO KJIFOUa OMPEeNICHBI CIEAYIOIINM 00pa3oMm.

GostSecretKeyAttributes ::= SEQUENCE {

value KeyValueMask,

keylnfo KeyInfo {GostSecretKeyParameters, SecretKeyOperations}
OPTIONAL,

}

GostSecretKeyParameters ::= CHOICE {

CryptoProParamSet OBJECT IDENTIFIER,
PrivateKeyParamSet [0] GostR3410-2001-ParamSetParameters,
SecretKeyParamSet [1]Gost28147-89-ParamSetParameters,

Wnentudukatopsl napamerpoB anroputma CryptoProParamSet BeiOuparorcs B
cooTBeTcTBHUH ¢ pazzaenom 8.1 RFC4357 [3].

Ecnu keyInfo He ykazaHo, mpuHUMAETCS 110 yMOJTYAHUIO.

Keylnfo.paramsAndOps.parameters = id-Gost28147-89-CryptoPro-A-
ParamSet.

4. 06ecneyeHue KOHPUAECHIHAJTBbHOCTH KIKOYeEH

Jlns obecrieuenus KoHpUACHIIMATBHOCTH 00heKTOB Private u Secret Key B coorBeTcTBHM
¢ PKCS#15 ucnons3syercst Tun EnvelopedData B coorBercTBum ¢ paznenom 6 RFC5652 [2].

EnvelopedData {Type} ::= SEQUENCE {

version INTEGER {v0(0), v1(1), v2(2), v3(3), v4(4)}(v0|v1|v2,...),
originatorinfo [0] Originatorinfo OPTIONAL,

recipientinfos Recipientinfos,

encryptedContentinfo EncryptedContentinfo{Type},
unprotectedAttrs [1] SET SIZE (1..MAX) OF Attribute OPTIONAL

}

3aI_HI/I(I)pOBaHHOC COACPIKUMOC KOHTCﬁHCpa MMPpEACTaBJIACTCA B BUJC!:

EncryptedContentinfo {Type} ::= SEQUENCE {
contentType OBJECT IDENTIFIER,



contentEncryptionAlgorithm Algorithmldentifier
{{ContentEncryptionAlgorithms}},

encryptedContent [0] OCTET STRING OPTIONAL

}(CONSTRAINED BY {-- ’encryptedContent’ shall be the result of encrypting
DER-encoded

-- value of type — Type})

Tun nanseix, B coorBeTcTBUM ¢ PKCS#15 naentudunupyercs kax:
pkcs15-ct-PKCS15Token OBJECT IDENTIFIER ::= {pkcs15-ct 1}, roe

pkcsl5 OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840)
rsadsi(113549) pkcs(1)

pkcs-15(15)},
pkcs15-ct OBJECT IDENTIFIER ::= {pkcs15 3} -- Content type branch

[Ipn mmdpoBanuu nomxeH ucnoiabzoBathes anroput™m ['OCT 28147-89. Anroput™ u
napameTpsl mmmdpoanus contentEncryptionAlgorithm ykassiBaloTCS B COOTBETCTBHUH C
pazzaesnom 5.1 RFC4490 [5].

Kpome Toro, MOTyT HCIOIB30BATHCS AITOPUTMBI C 3aBEPILAIOIIEH HMHUTOBCTABKOM:
AJTOpUTM raMMHUPOBaHHUS ¢ 0OPATHON CBA3BIO:

1id-Gost28147-89-cbc—-imm OBJECT IDENTIFIER ::=
{ is0o(1l) member-body (2) ru(643) rans(2) infotecs (4)
algorithms (3) gost28147-89(2) cbc-imm(2) }

AJ'IFOpI/ITM TraMMHPOBaHUA:

id-Gost28147-89-cnt—-imm OBJECT IDENTIFIER ::=
{ iso(l) member-body(2) ru(643) rans(2) infotecs(4)
algorithms (3) gost28147-89(2) cnt-imm(3) }

HapaMeTpLI AJITOPUTMOB C SaBepIHaIOH_[eﬁ MMHUTOBCTaBKOM YKa3bIBAOTCA B COOTBCTCTBUU
¢ paszgernom 5.1. RFC4490 [5]. 3amudpoBanHbie TaHHBIC COJCPKAT PEe3yJIbTaT 3alIn(pPOBaAHHS
KOHKAaTCHUPOBAHHBIC C HMHTOBCTaBKOﬁ, BBIUUCJIECHHON Ha TEX Ke napamMeTpax, 4r1o U IIpU
3 ppoBaHUN.

B xkauectBe kmoua umdppoanus (Key Encryption Key, KEK) wucnons3yercs
cumMerpuunbiil kimod [OCT 28147-89. Mudopmanus o kitoye mudpoBaHus pazmeniaercs B
crpykrype Recipientinfo: .

Recipientinfo ::= CHOICE {
ktri KeyTransRecipientinfo,
kari [1] KeyAgreeRecipientinfo,
kekri [2] KEKRecipientinfo,
pwri [3] PasswordRecipientinfo,
ori [4] OtherRecipientinfo }

Nudopmanus o mudpoBaHuKd B 3TOM Cllydae MOXKET OBITh IPEJCTaBlICHa Kak B BUJIE
kekri, tak u B Buge pwri (pasgenst 6.2.3 u 6.2.4 RFC5652 [2] cooTBEeTCTBEHHO) .



KEKRecipientinfo ::= SEQUENCE {

version CMSVersion, -- always set to 4

kekid KEKIdentifier,

keyEncryptionAlgorithm KeyEncryptionAlgorithmldentifier,
encryptedKey EncryptedKey }

PasswordRecipientinfo ::= SEQUENCE {

version CMSVersion, -- Always set to O

keyDerivationAlgorithm [0] KeyDerivationAlgorithmldentifier OPTIONAL,
keyEncryptionAlgorithm KeyEncryptionAlgorithmldentifier,
encryptedKey EncryptedKey }

[Mpu wucnone3oBanuu Bapuanta PWri mnone keyDerivationAlgorithm  omuceiBaer
QITOPUTM M MapaMeTpbl BBIPAOOTKHM KIIOYa W3 Mapojs IOJb30BaTENsI B COOTBETCTBHH C
pexomenmanusmu PKCS#5 mno cxeme PBKDF2 ¢ wucnonszoBanuem ['OCT P 34.11-94 B
COOTBETCTBHUH C JIOMOJHEHUSIMH [6].

[Ipy mmdpoBaHum KiIOYa JODKEH wHcmonb3oBarbes amroputm ['OCT 28147-809.
Aunroput™ 1 iapaMeTpsl mudposanus keyEncryptionAlgorithm ykaseiBatoTcsi B COOTBETCTBUH
¢ pazzmenom 5.1 RFC4490 [5].

3amupoBaHHBIN KITIOY MTPEICTABISETCS B BUJIE:

Gost28147-89-EncryptedKey ::= SEQUENCE {
encryptedKey Gost28147-89-Key,

maskKey [0] IMPLICIT Gost28147-89-Key OPTIONAL,
macKey Gost28147-89-MAC }

5. O6ecnedyeHue 1eJIOCTHOCTH UHPOPMALLUUA

Jlist obecrieyeHus LEIOCTHOCTH KIFouel pesysbrupyromas ctpykrypa PKCS15Token
uHKancyaupyercss B Authenticated-data B coorBerctBum ¢ pasgenom 9 RFC5652 [2] c
ncnons3oBanneM anropurma HMAC_GOSTR3411.

AuthenticatedData ::= SEQUENCE {

version CMSVersion,

originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,

macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmidentifier OPTIONAL,
encapContentinfo EncapsulatedContentinfo,

authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,

mac MessageAuthenticationCode,

unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL }

[Ipu 5TOM HAECHTHPUKATOP U MapaMeTphl aIropuTMa
MessageAuthenticationCodeAlgorithm ::= Algorithmldentifier

3amarorcs B cootBerctBuu ¢ RFC4490 [5].
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MessageAuthenticationCodeAlgorithm.algorithm = id-HMACGostR3411-94

Anroputm I'OCT P 34.11-94 npu seruuciennn HMAC wucnonb3yercss TOIBKO ¢
napamerpamu  1d-GostR3411-94-CryptoProParamSet, mapamerpet HMAC _GOSTR3411 He
yKa3bIBAIOTCA:

MessageAuthenticationCodeAlgorithm. parameters = NULL.

6. O6masa CTpyKTypa TOKEHa

B cootBerctBum ¢ pazgenom 7.3 PKCS #15 [1] SoftwareToken mpexcrasisiercst B Bujie
CIEAYIOLIEH CTPYKTYPBI:

PKCS15Token ::= SEQUENCE {

version INTEGER {v1(0)} (v1,...),

keyManagementinfo [0] KeyManagementinfo OPTIONAL,
pkcs150bjects SEQUENCE OF PKCS150bjects

}

KeyManagementinfo ::= SEQUENCE OF SEQUENCE {
keyld Identifier,

keyinfo CHOICE {

recipientinfo Recipientlinfo,

passwordInfo [0] PasswordInfo

}

} (CONSTRAINED BY {-- Each keyID must be unique --})
Passwordinfo ::= SEQUENCE {

hint Label OPTIONAL,

algld Algorithmldentifier {{KeyDerivationAlgorithms}},

} (CONSTRAINED BY {--keyID shall point to a KEKRecipientinfo--})

3aMeTUM, YTO TPU HCIOJIB30BAaHHM TPEICTABICHUS WHpOpPMAIlMu B BuUAC PWIT B
KeyManagementinfo ¢aktuueckn nyOmupyercs mHbOpManus O IMU(PPOBAHUHM KIOYa B
crpykrype EnvelopedData. /lannas uHpopMAaIusi MOXET OMIIMOHATBHO UCIIOJIB30BATHCS JIJIsI
BbIOOpa M TMpeIBapUTENbHOM IMPOBEPKH Mapois B Cilydae, €CId I pa3HbIX OOBEKTOB
UCTIOJIB3YIOTCS pa3Hble MapOJIu.

[Tpu ucnons3zoBanun npencrasieHus Kekri uaentudukarops! B Tabnuue kmouei keyld
00eCreYnBarOT OJHO3HAYHOE COIOCTABJICHHE MapaMeTPOB BHIPAOOTKH IMApOJBHOTO KIF0Ya U
KJIr0Ya, 3ammpoBaHHOTO HA JaHHOM napoiie B cTpykrype KEKRecipientinfo.

Jns  obecnieyenust  1enoctHoctd  crpyktypa PKCS15Token  moxer — ObITh
unkancyimupoana B AuthenticatedData wim SignedData, cm. [2]. [lpu stom mose
AuthenticatedData. recipientinfos moxer ccbutatbest Ha oauH u3 kKeyld B tabnuiie kimovei
uHKarncyimpoBanHoi ctpykrypsl PKCS15Token. keyManagementinfo.

7. Ilpumep

B nanHoM mpumepe npuBoauTcs 3HaueHune Software Token, coxeprkaiero:



- HavajbHOe 3anonHenue J[CY,

- KOpHEBOi cepTudukar,

- CIIHCOK OT3BIBA,

- ceprudukar noiap3oBarens 1;

- 3aKpbITHIM KJIIOY MOJIb30BaTels |

- 3aKpbITHIN KIIIOY MOJIb30BATENA 2;

- OTKPBITHIN KITIOUIIOIb30BATENS 2;

- CEKpEeTHBIC MPOU3BOJIbHBIC TaHHBIC;
- OTKPBITHIE TIPOU3BOJIbHBIE JaHHBIC.

11

I[HSI 3alUThl CCKPCTHLIX JAaHHBIX U obecrieueHust OECJIOCTHOCTHU KOHTeﬁHCpa

UCTIONB3YeTCs mapoiib «123» (mecTHaamarupuyHoe npejacrasienue - 31 32 33).

3nauenue SoftwareToken B Base64 npencrasieHun:

MIIVHAIBADFZolcCAQQwWBgQEAAAABDAeBgcqhQMCAgOBMBMGBYgqFAWICHWEECHS67gC+y3deBCow
KAQgXrHRtkIaAt4LxvyMPo2BDd+NRAhdAVO9+onduGdo+eKEEBDMTgAOWCAYGKoUDAGIKoQgGBigE
AwICCTCCFDYGCigGSIb3DQEPAWGgghQmMBITIUIjCCFB4CAQCgTDBKBAQAAAAEOEIWQAYJKoZIhveN
AQUMMDMEIPRTGEWwWL8jG3qoB7aUWId2xZfsfU6vITB1ks70/2dgMAgGIHOAIBIDAIBgYghQMCAgow
ghPJp4IBbaCCAWMhQDAWDBEFGYWNOb3ItVFMgdmVyc21lvbgMBADANBgsrBgEEAegAg3cBAGEXBgsy
BgEEAegAg3cBA6ATMAYCAQKAAQChggEIMBCMEVIhbmRvbSBJbm1 0 IFZhbHV1AwIGwDANBgS rBgEE
AegAg3cBAaGB+AYLKwYBBAHOAIN3AQGigegCAQIxWaJXAgGEEMAYEBAAAAAQWHgYHKOUDAGINATAT
BgcghQMCAh8BBAhOCHBSE1qAUAQQMCGEIF1/hQ8YCiCl+ie81BN30a+jUdvnPLOIgLu+uEFbQkYo
BARaaXnNMIGHBgkghkiGOwOBBWEWHWY IKOUDAGQDAGIWEWQI3Y7IAA/KEYgGBygqFAWICHWGAWZOb
mDhwSnPdoK6vh0xKAK1iuCGgXInC/5IcXENAVLy2gijTFIvpb2LyBjdpJSxdCckmRBQIUYXdmQaV
A04LmL71R1XPY9§1SH1§IXUr9LGT5341iqtveRgGORpYID/aCCA/kwggP1MBsMF1Jvb3QgQ2VydGlm
aWNhdGUgb2YgQOEDAQAWCQQEAAAAAQEB/ 6GCA8MmgggK5MI ICaKADAGECAhAHSLrFkOrFmOxPD+cE
mJyoMAgGBigFAWICAZB6MSMwIQYJKoZ IThveNAQkBFhRtaXZhbm92QGZhY3Rveil0cyS5ydTELMAKG
A1UEBhMCU1lUxDzANBgNVBAcCTBk1lvc2NvdzESMBAGA1IUEChMJQ3J5cHRVUHJIVMQ4wDAYDVQQLEWVQ
cm9tbzERMASGAIUEAXMITWEF4aW0gVUMwHhcNMT IwMz IXMTI zOTM4WhcNMTcwMz IXMTIONJEYWIB6
MSMwIQYJKoZIhvcNAQkBFhRtaXZzhbm920GZhY3Rvcil0cy5ydTELMAKGAIUEBhMCULUxDZzANBgNV
BAcTBk1lvc2NvdzESMBAGALUEChMJIQ3J5cHRVUHIVMQ4wDAYDVQQLEWVQcm9tbzERMASGALIUEAXMI
TWF4aW0gVUMwY zAcBgYghQMCAhMwWEGYHKOUDAGIJAQYHKOUDAGIeAQNDAARAL 8vdQt +AKBOYymRFk
a+E4EgIfboNfszWxSBXgQ812JG2NcFIQuUGFHQM/iMUSUUTNnVzyO7JEdZJy/XnfRCMTdnKOBxzCB
xDALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUwSmsLvj2/PBiLIgANd/a
YygX7+0wcwYDVROfBGwwajBooGagZIYwaHROcDovL3ZvZW5tZWgtZDBmMjg2YSODZXJIORWSyb2xs
LO01heGltJTIwVUMuY3JshjBmaWx101i8vXEFx2b2VubWVoLWQwWZjI4NmFcQ2VydEVucm9sbFxNYXhp
bSBVQy5jcmwwEAY JKwYBBAGCNxUBBAMCAQAWCAYGKOUDAGIDAOEAWXTg/Chvhdy6+iTto6vRRILU
4kz0wtSeufgbUxyYuqqV2+vadqdFLwiWZ8Zazny/xceUSZsvrWTky9XtqOHz4rTB6MSMwIQYJKoZI
hvcNAQkBFhRtaXZhbm92QGZhY3RvcilOcyS5ydTELMAKGALIUEBhMCUl1UxDzANBgNVBACTBk1lvc2Ny
dzESMBAGA1UEChMJQ3J5cHRVUHIVMQ4wDAYDVQQOLEWVQcm9tbzERMABGALIUEAXMITWE4aW0gVUOg
fDBOMSMwIQYJKoZIhveNAQkBFhRtaXZhbm92QGZhY3Rvcil0cyS5ydTELMAKGALIUEBhMCUlUxDZAN
BgNVBACTBk1vc2NvdzESMBAGALIUEChMJQ3J5cHRVUHIVMQ4wDAYDVQQLEWVQcmItbzERMASGALIUE
AxXMITWE4aWO0gVUMCEAdIusWQ6sWbTE8PS5wSYnKinggN4o I IDAKGCA3ZAWEAWLQ1IMIGZyb20gQ0ED
AQAWDQYLKwYBBAHOAIN3AQKhggNLBgsrBgEEAegAg3cBAqCCAzZowggM2BAQAAAABOHWWe JEJMCEG
CSgGSIb3DOQEJARYULW12YWS5vdkBmYWNOb3ItdHMucnUxCzAJBgNVBAYTALJVMQ8wDQYDVQQHEWZN
b3Njb3cxEjAQBgNVBAOTCUNyeXB0b1BybzEOMAWGALIUECXMFUHJIVDW8XETAPBgNVBAMTCElheGlt
IFVDMIICrjCCAlOCAQEWCAYGKOUDAGIDMHoxIZzAhBgkahkiGIw0OBCQEWFGlpdmFub3ZAZmESdG9y
LXRzLnJ1MQswCQYDVQQGEWJISVTEPMAOGALUEBxMGTWIzY293MRIWEAYDVQQKEW1DcnlwdG9Qcm8x
DjAMBgNVBAsSTBVByb21vMREwWDwYDVQQODEWhNYXhpbSBVQOxcNMTIWNTE 1MDkxMDA2WhcNMTIwWNTIy
MjEzMDA2W] CBgTAPAGPhBNZNAAAAAAASFw0xMjAIMDI xMTQxM] daMAwwCgYDVROVBAMKAQUWKQTK
YRBfpgAAAAAABXCNMTIWNTAYMTEzODIwW]jAMMAOGAL1UdFQODCgEFMCkCCmHPpQgkAAAAAABEXDTEY
MDUwMJ ExMzgwNVowDDAKBgNVHRUEAWOBBaCCAS4wggEQMB8GA1UAIWQYMBaAFMOZrC74 9vzwYiyK
gDXf2mMoF+/tMBAGCSsGAQQBgj cVAQODAGEAMAOGA1UdFAQDAGEFMBWGCSSGAQQRG ) CVBAQPFwWOxX
MjA1MjIwOTIwMDZaMIHKBgkrBgEEAYI3FQ4EgbwwgbkwgbaggbOggbCGgalsZGFwOi8vLONOPUlh
eGltJTIwVUMsQ049dm91bml1aClkMGYyODZhLENOPUNEUCXDTJ1Q0dWJIsaWM1IMIBLZXk1IMIBTZXJ2
aWNlcyxDTJ1TZXJ2aWN1lcyxEQz1VbmEF2YW1sYWJIsZUNvbmZpZO0ROP2N1cnRpZmljYXR1UmV2b2Nh
dGlvbkxpc3Q/YmFzZTI9vYmplY3RDbGFzczljUkxEaXNOcmlidXRpb25Q0b21udDAIBgYghQMCAGMD
QOBwt kKKmuMFgp5/W5eharGE+/g35/LNAGMCkuhTg4 9R9I1kDDEGNTxLaww6oQwLEfwI1AneIOgME
/WEsm5Kwg6tXoIICJIJ6CCALI06ggI fMCMMHVBYaXzhdGUgS2V5IGOmMIEFuZHI1eSBGZWRVAGI2AWIH
gDAXBAQAAAACAWMGZEADAGXgGASyMDE yMDUxXODEXMDMWMFGADZ IwMTMwNTE 4MTExMj AwWgCBvTCB
ujEJMCEGCSgGSIb3DQEJARYUZmVkb3RvdkBmYWNOb3ItdHMucnUxCzAJBgNVBAYTALIJVMRUWEwWYD
VOQHHgWEHAQ+BEEEOgQYBDAXGZzAZBgNVBA0oeEgQkBDAEOgGRCBDAEQAAtBCIEITERMA8GALIUECX4 T
BCIENQRBBEIxPzA9BgNVBAMeNgQkBDUENAQ+BEIEPgQYACAEEAQIBDQEQAQIBDKATAQSBDSEMAQO
BDgEPAQ4BEAEPgQyBDgER6GCAQO1gfUCAQIxWaJXAGEEMAYEBAAAAAQWHGYHKOUDAGINATATBgCY
hQMCAh8BBAG/0/ihDX+2gwQgqMCgEIBCohMMsFi8vPkaX1UVwDW2DrgPLV1XQw3UWwlQs21iFWBAQ3
CD5tMIGUBgkghkiGOwOBBWEWHwWY IKOUDAgGQDAGIWEWQIozJgvOQgdDAGBYqFAWICHWGAZVEWQfzF
FMttKu+iXtLTFxXblpti91AggiOaHq70P+RvQZZmaESftaKYj7yuYY¥a5/d/5gTNHCDIgD3tOGKAM
3XKpOugeud4pBC4jrgIldrTjONRrI3SmUAbYIKIVLz2rtLGQle22D4zjAJBgcqghQMCAIMBpIIFQQCC
BT4wggU6MCIMHUN1cnRpZmljYXR1IIGIMIEFUZHI1eSBGZWRVAGI2AWEAMAYEBAAAAAKhggUKOIID
vzCCA26gAWIBAgIKYUp2 IgAAAAAAHTAIBgYghQMCAgMwe JEJMCEGCSGSIb3DQEJARYULW12YWSv
dkBmYWNOb3ItdHMucnUxCzAJBgNVBAYTA1JVMQ8wDQYDVQQOHEWZNDb3Njb3cxEjAQBgNVBAOTCUNyY



eXB0b1BybzEOMAWGA1UECXMFUHJVDW8xETAPBgNVBAMTCE1heGlt IFVDMB4XDTE yMDUxODEXMDMw
MFoXDTEzMDUXODExXxMT IwMFowgboxIzAhBgkghkiGO9wOBCQEWFGZ1ZG90b3ZAZmMEFjdG9yLXRzLnJ1l
MQswCQYDVQQGEwJSVTEVMBMGA1UEBx4MBBWEPgRBBDOEMgQWMRswGQYDVQQKHhIEJAQWBDOEQgQ+
BEAALQQiBCEXETAPBgNVBAseCAQiBDUEQQRCMT8wPQYDVQQODH]YEJAQIBDQEPgRCBD4EMgAGBBAE
POQOBEAENQQS5ACAEEGQ7BDAENAQ4BDWEOARABD4EMgQ4BECWY ZACBgYghQMCAhMWEGYHKOUDAGT ]
AQYHKOUDAgIeAQNDAARAT7ZIDZgAQEbmsMmgoVnaV0kuxHyJImgvxTzJHKagoUMGcnalNDOeKTFksh
ABKJR8iG+SFELVEIpOXmF4VzdZ1kTqOCAZEWggGNMA4GA1UdDWEB/wQEAWIES8DATBgNVHSUEDDAK
BggrBgEFBQgCAJAdBgNVHQ4EFgQUU11tDEVDDeX23j17dzs9+R1p/zkwHwYDVROjBBgwFoAUWSms
Lvj2/PBiLIgANd/aYygX7+0wdQYDVROfBG4wbDBgoGigZoYwaHROcDovL3ZvZW5t ZWgt ZDBmM g2
YSO9DZXJORWSyb2xsL01lheGltITIwVUMuUY3JshjIdmaWx101i8vXEx2b2VubWVoLWQwWZj I4NmEcQ2Vy
dEVucm9sbFxNYXhpbSUyMEFVDLmMNybDCBrgY IKwYBBQUHAQEEgaEwgZ4wTAY IKwYBBQUHMAKGQGHhO
dHA6LY92b2VubWVoLWQwZj I4NmEvQ2VydEVuUcm9IsbC92b2VubWVolLWQwZj I4ANmFfTWE4aW0 1M BV
Qy5jcnQwTgYIKwYBBQUHMAKGOMZpbGU6LYICXHZVZWStZWgt ZDBmMjg2YVXDZXJORWS5 yb2xsXHZv
ZW5t ZWgt ZDBmMJ g2 YVINYXhpbSUyMFVDLMNydDAIBGYghQMCAGMDQOBx2yNnJZzJ0IYqyR3Znarl
UbypLLr0gvP0js8MgXenLzUO0itibsbAKGFCifs+KbcteUyGICOzzyno2A02i8fXkMIG6MSMwIQYJ
KoZIhvcNAQKBFhRmMZWRvAG92QGZhY3Rveil0cyS5ydTELMAKGAIUEBhMCULUXFTATBgNVBACeDAQC
BD4EQQQ6BDIEMDEbMBkKkGALUECh4SBCQEMAQ6BEIEPGRAACOEIgQhMREWDWYDVQQLHggEIgQ1BEEE
QJE/MDOGA1UEAx42BCQENQQOBD4AEQgQ+BDIATIAQQBDOENARABDUEOQAGBBIEOWQWBDQEOAQS8BDgE
QAQ+BDIEOARHOHWWe jEJMCEGCSgGSIb3DQEJARYUDLW12YWS5vdkBmYWNOb3ItdHMucnUxCzAJBgNV
BAYTA1JVMQ8wWDQYDVQOHEWZNb3Njb3cxEjAQBgNVBAOTCUNyeXB0b1BybzEOMAWGAIUECXMFUHJV
bW8xXETAPBgNVBAMTCE1heGltIFVDAGphSnYiAAAAAAAdOI IBQKCCATY6GgE4MBEMGUS51dyBHZWS 1
cmF0ZWQgUHJIpdmF0ZSBLZXkDAgeAMA4EBAAAAAMDAGUgAWIFAKGCAQO1gfUCAQIxWaJXAgEEMAYE
BAAAAAQWHgYHKOUDAGINATATBgcghQMCAh8BBAGmMMEdynONObwQgMCgETINa51%XdetbD5n38Uhlu
xJVOPpUL3iPBI8t2YZjkLnUZBAT9tb2SMIGUBgkghkiGI9wOBBWEWHWY IKOUDAGQODAGIWEWQIZFnn
xxTeCuMGBygqFAWICHWGAZhf6UWp+DFnz6HLwed2+PfHWds /RGMKAfbGQd+RvaBAn1FORpI51wSDb
nHOkipM86iaezz4GQeYCxAu2ycO0FBk61KxJOCh5FTeKYjMIm/FOXBz2yQYuStoX+D9R/e9Lg7zIs
YoPOBzAJBgcgqhQMCAIMCoYGSOoIGPUOGMMCOMKEBL1YmxpYyBLZXkgZm9yIES1dyBHZWS51cmEFO0ZWQg
UHJpdmFO0ZSBLZXkDAQAWCGQEAAAAAWMCAQKhT6BCBEAe1879fIX0TxHjWhSgWP1byz4kiTrekVmz
6ydbo6+vHATVjWwyomTTiubNB1QOMdntBXmRUC+kjAqf06vplzfZLMAKkGBYygFAWICIwWKnggEgoIIB
HKGCARgWFQWPVGIWLXN1Y3J1dCBEYXRhAWIGWDANBgsrBgEEAegAg3cBBKGB7wYFKYNIVVKigeUC
AQTxWaJXAgEEMAYEBAAAAAQWHGYHKOUDAGINATATBgcghQMCAh8BBAhYH/U11SLswgQqMCgEIPLS
TuYSRGQg1x8Cp9IMxdV3RpbwPfilYj2pROrm321kBATiCn8CMIGEBgkghkiGIwOBBwEWHwWY IKoUD
AgQDAgIWEWQIP5CWe/g/MBOGBYqFAWICHWGAVhWdAwY 91 B3DQAZF036cCXNkiPPKXgtXU8cXnBgRk
+XMuZzLRbwl1BKUmSwqfsHJ/U3WOINsL2jaaGodywVJIY50B4/gyhTv9jrBFhl2yTHbozdtlvaMgWto
p2ugaaFnMBEMC1B1YmxpYyBEYXRhAwIGODANBgsrBgEEAegAg3cBBKFDBgYphX2DMAGGOQQ3VGhp
cyBpcyBzb211IG9wZW4gZGF0YS4gVGhlcmUncyBubyBuZWVkIHRVIGVUY3J5cHQgaXQuAKJIMMBKG
CSgGSIb3DQEJAZEMBgoghkiG9wOBDWMBMC8GCSAGSIb3DQEJBDEIBCBkTtHa7dftuwrYHE60AOSB
+QSn0AIVIzgDnH7usL50aAQg+v1INDmN/KRFZHVO/r6YMxOfxNi6TWeJclWjlsPpbFTk=

Horamus ASN, ucnionszyemas npu (GOpMUPOBaHUU JAHHOTO MIpUMeEpa:

PKCS15

-- {iso (1) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs-15(15) modules(l) pkcs-15(1)}
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

P15-AuthenticatedData ::= SEQUENCE ({
version P15-CMSVersion, -- = 0
originatorInfo [0] IMPLICIT P15-OriginatorInfo OPTIONAL, -- not used
recipientInfos Pl15-RecipientInfos,
macAlgorithm Pl15-MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] P15-DigestAlgorithmIdentifier OPTIONAL, -- must be
encapContentInfo Pl5-EncapsulatedContentInfo,
authAttrs [2] IMPLICIT P1l5-AuthAttributes OPTIONAL, -- must be
mac P15-MessageAuthenticationCode,
unauthAttrs [3] IMPLICIT P15-UnauthAttributes OPTIONAL -- not used

}

P15-CMSVersion ::= INTEGER { v0(0), v1(l), v2(2), v3(3), v4(4), v5(5) }
P15-RecipientInfos ::= SET SIZE (1..MAX) OF Pl5-RecipientInfo

P15-RecipientInfo ::= CHOICE {

ktri P15-KeyTransRecipientInfo, -- not used

kari [1] Pl5-KeyAgreeRecipientInfo,
kekri [2] P15-KEKRecipientInfo,

pwri [3] Pl5-PasswordRecipientInfo,
ori [4] P15-OtherRecipientInfo

}

P15-KEKRecipientInfo ::= SEQUENCE ({
version P15-CMSVersion, -- = 4
kekid P15-KEKIdentifier,

not used
used by KeyManagement.PasswordInfo
not used
not used



keyEncryptionAlgorithm P15-KeyEncryptionAlgorithmIdentifier,
encryptedKey P1l5-EncryptedKey
}

P15-KEKIdentifier ::= SEQUENCE ({
keyIdentifier OCTET STRING, -- should refer to PasswordInfo keyid
date GeneralizedTime OPTIONAL, -- not used
other P15-OtherKeyAttribute OPTIONAL -- not used
}
P15-KeyEncryptionAlgorithmIdentifier ::= P15-GostKeyWrapAlgorithmIdentifier
P15-GostKeyWrapAlgorithmIdentifier ::= SEQUENCE ({
algorithm OBJECT IDENTIFIER,
-- must be { iso(l) member-body(2) ru(643) rans(2) cryptopro(2) keyWrap(l3) cryptoPro(l)
parameters ANY OPTIONAL

-- must be present and should be Gost28147-89-KeyWrapParameters
}

P15-Gost28147-89-KeyWrapParameters ::= SEQUENCE ({
encryptionParamSet P15-Gost28147-89-ParamSet,
ukm OCTET STRING (SIZE (8)) OPTIONAL -- must be present
}
P15-Gost28147-89-ParamSet ::= OBJECT IDENTIFIER
-- may be:
-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) encrypts(3l) cryptopro-A(l) }
-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) encrypts(3l) cryptopro-B(2) }
-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) encrypts(3l) cryptopro-C(3) }
-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) encrypts(3l) cryptopro-D(4) }
Pl15-EncryptedKey ::= OCTET STRING -- encapsulates DER of Gost28147-89-EncryptedKey
P15-Gost28147-89-EncryptedKey ::= SEQUENCE ({
encryptedKey P15-Gost28147-89-Key,
maskKey [0] IMPLICIT P15-Gost28147-89-Key OPTIONAL, -- must be absent
macKey P15-Gost28147-89-MAC
}
P15-Gost28147-89-Key ::= OCTET STRING (SIZE (32))
P15-Gost28147-89-MAC ::= OCTET STRING (SIZE (1..4))
Pl15-MessageAuthenticationCodeAlgorithm ::= P15-HmacGostR3411Algorithm
P15-HmacGostR3411Algorithm ::= SEQUENCE ({
algorithm OBJECT IDENTIFIER,
-- should be { iso(l) member-body(2) ru(643) rans(2) cryptopro(2) hmacgostr3411(10) }
parameters ANY OPTIONAL -- must be NULL or absent
}
P15-DigestAlgorithmIdentifier ::= P15-GostR3411Algorithm
P15-GostR3411Algorithm ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
-- should be { iso(l) member-body(2) ru(643) rans(2) cryptopro(2) gostr3411(9) }
parameters ANY OPTIONAL -- must be NULL or absent
}
Pl5-EncapsulatedContentInfo ::= SEQUENCE ({
eContentType OBJECT IDENTIFIER, -- should be 1.2.840.113549.1.15.3.1
eContent [0] EXPLICIT OCTET STRING OPTIONAL -- must have

-- should encapsulate DER of PKCS15Token
}

P15-AuthAttributes ::= SET SIZE (1..MAX) OF Pl5-Attribute
-- should contain:

-- 1) attrType = id-contentType:
-- { iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs9(9) 3 }
-- attrValues - one OID - 1.2.840.113549.1.15.3.1

-- 2) attrType = id-messageDigest:
-- { iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs9(9) 4 }
-- attrValues - one OCTET STRING with hash

P15-Attribute ::= SEQUENCE ({
attrType OBJECT IDENTIFIER,
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attrValues SET OF Pl5-AttributeValue
}

P15-AttributevValue ::= ANY

Pl15-MessageAuthenticationCode ::= OCTET STRING
—-— contains HMAC of re-encoded DER (EXPLICIT TAGS) of AuthAttributes

P15-PKCS15Token ::= SEQUENCE ({
version INTEGER {v1(0)}, -- should be O
keyManagementInfo [0] Pl5-KeyManagementInfo OPTIONAL,
pkcslbObjects SEQUENCE OF P15-PKCS150bjects

}

P15-KeyManagementInfo ::= SEQUENCE OF Pl5-KeyManagementInfoElem

Pl5-KeyManagementInfoElem ::= SEQUENCE {

keyId Pl5-Identifier,

keyInfo CHOICE {
recipientInfo P15-RecipientInfo, -- not used
passwordInfo [0] Pl5-PasswordInfo

}

} ——(CONSTRAINED BY { Each keyID must be unique })
P15-Identifier ::= OCTET STRING (SIZE (0..pkcsl5-ub-identifier))
pkcslb-ub-identifier INTEGER ::= 255
Pl5-PasswordInfo ::= SEQUENCE ({
hint P15-Label OPTIONAL,
algIld P15-KeyDerivationAlgorithmIdentifier,
} —-— (CONSTRAINED BY {keyID shall point to a KEKRecipientInfo})
P15-Label ::= UTF8String (SIZE(0..pkcsl5-ub-label))
pkcsl5-ub-label INTEGER ::= pkcslb-ub-identifier
Pl15-KeyDerivationAlgorithmIdentifier ::= P15-GostKeyDerivationAlgorithmIdentifier
P15-GostKeyDerivationAlgorithmIdentifier ::= SEQUENCE ({
algorithm OBJECT IDENTIFIER,
-- must be {iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs-5(5) pbkdf2(12)
parameters ANY OPTIONAL -- must be PBKDF2-params
}
P15-PBKDF2-params ::= SEQUENCE ({

salt CHOICE {
specified OCTET STRING,
otherSource Pl5-AlgorithmIdentifier -- not used

}l
iterationCount INTEGER (1..MAX),

keyLength INTEGER (1..MAX) OPTIONAL, -- must be 32
prf P15-HmacGostR3411Algorithm OPTIONAL -- must be present
}
P15-PKCS150bjects ::= CHOICE {
privateKeys [0] P15-PrivateKeys,
publicKeys [1] P15-PublicKeys,
trustedPublicKeys [2] P15-PublicKeys, -- not used
secretKeys [3] Pl5-SecretKeys, -- not yet
certificates [4] Pl5-Certificates,
trustedCertificates [5] Pl5-Certificates, -- root certificates
usefulCertificates [6] Pl5-Certificates, -- not used
dataObjects [7] Pl5-DataObjects, -- random values, CRLs
authObjects [8] P15-AuthObjects, -- not used
... —— For future extensions
}
P15-PrivateKeys ::= P15-PathOrObjectsPrivateKeyType

P15-PathOrObjectsPrivateKeyType ::= CHOICE {

}
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path P15-Path, -- not used

objectsk [0] SEQUENCE OF Pl5-PrivateKeyType, -- use, keys encrypted in ObjectValue
indirect-protected [1] Pl5-ReferencedvValue, -- not used
-- EnvelopedData {SEQUENCE OF ObjectType}}
direct-protected [2] Pl5-EnvelopedData -- not used, we use ObjectValue encryption
}
P15-PrivateKeyType ::= CHOICE {
privateRSAKey Pl5-PrivateKeyObjectPrivateRSAKeyAttributes, -- not used
privateECKey [0] P15-PrivateKeyObjectPrivateECKeyAttributes, -- not used
privateDHKey [1] P15-PrivateKeyObjectPrivateDHKeyAttributes, -- not used

privateDSAKey [2] Pl5-PrivateKeyObjectPrivateDSAKeyAttributes,-- not used
privateKEAKey [3] Pl5-PrivateKeyObjectPrivateKEAKeyAttributes,-- not used
privateGostR3410-2001Key [26] P15-PKCS150bjectPrivateKey, -- use

-- For future extensions

--PKCS150bject {ClassAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {
-- commonObjectAttributesCommonObjectAttributes,

-— classAttributes ClassAttributes,

- subClassAttributes [0] SubClassAttributes OPTIONAL,

-- typeAttributes [1] TypeAttributes

--PrivateKeyObject {KeyAttributes} ::= PKCS150bject {CommonKeyAttributes,
-- CommonPrivateKeyAttributes, KeyAttributes}

P15-PKCS150bjectPrivateKey ::= SEQUENCE ({
commonObjectAttributesP15-CommonObjectAttributes,
classAttributes P1l5-CommonKeyAttributes,
subClassAttributes [0] Pl15-CommonPrivateKeyAttributes OPTIONAL,
typeAttributes [1] P15-PrivateGostKeyAttributes

}

P15-CommonObjectAttributes ::= SEQUENCE {
label P15-Label OPTIONAL, -- use for container names
flags P15-CommonObjectFlags OPTIONAL,
authId P15-Identifier OPTIONAL, -- not used

ey
userConsent INTEGER OPTIONAL, -- not used
accessControlRules SEQUENCE SIZE (1..MAX) OF Pl15-AccessControlRule OPTIONAL -- not used

}

P15-CommonObjectFlags = BIT STRING {
private (0), -- set for private keys, random
modifiable (1) -- set for random

}

P15-CommonKeyAttributes ::= SEQUENCE ({
iD Pl15-Identifier, -- should be same as in certificate or in pubkey
usage P15-KeyUsageFlags,
native BOOLEAN DEFAULT TRUE, -- not used
accessFlags P15-KeyAccessFlags OPTIONAL, -- may be used
keyReference P15-Reference OPTIONAL, -- not used
startDate GeneralizedTime OPTIONAL, -- may be used
endDate [0] GeneralizedTime OPTIONAL, -- may be used

-- For future extensions

}

P15-KeyUsageFlags ::= BIT STRING {
encrypt (0),
decrypt (1),
sign (2),
signRecover (3), —-- not used
wrap (4),
unwrap (5),
verify (6),
verifyRecover (7), —-- not used
derive (8),
nonRepudiation (9) -- not used

}

P15-KeyAccessFlags ::= BIT STRING {
sensitive (0),
extractable (1),
alwaysSensitive (2),

neverExtractable (3),
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local (4)
}

P15-CommonPrivateKeyAttributes ::= SEQUENCE ({
subjectName P15-Name OPTIONAL, -- use
keyIdentifiers [0] SEQUENCE OF Pl5-CredentialIldentifier OPTIONAL, -- not used (yet)
{{KeyIdentifiers}}
-- For future extensions

}

P15-Name ::= CHOICE {
rdnSequence P15-RDNSequence
}

P15-RDNSequence ::= SEQUENCE OF Pl5-RelativeDistinguishedName
P15-RelativeDistinguishedName ::= SET SIZE (l1..MAX) OF Pl5-AttributeTypeAndValue
P15-AttributeTypeAndValue ::= SEQUENCE ({

type P15-AttributeType,
value Pl5-AttributevValue
}

P15-AttributeType ::= OBJECT IDENTIFIER
Pl15-PrivateGostKeyAttributes ::= SEQUENCE ({
value P15-ObjectValueGostPrivateKey,
keyInfo P15-KeyInfoPrivateGost OPTIONAL, -- if absent - cproSetA

-- For future extensions

}

--ObjectValue { Type } ::= CHOICE {
-= indirect ReferencedValue {Type},
- direct [0] Type,
- indirect-protected [1] ReferencedValue {EnvelopedData {Typel},
- direct-protected [2] EnvelopedData {Type}
--}
P15-ObjectValueGostPrivateKey ::= CHOICE {
indirect Pl15-ReferencedvValue, -- not used
direct [0] ANY, -- not used
indirect-protected [1] Pl5-ReferencedValue, -- not used
direct-protected [2] Pl5-EnvelopedData -- use (encapsulates GostPrivateKey)
}
P15-GostPrivateKey ::= P1l5-KeyValueMask
P15-KeyValueMask ::= OCTET STRING
-— must be ( Km | M1 | M2 | ... | Mk ) - little-endian
Pl5-EnvelopedData ::= SEQUENCE ({
version P15-CMSVersion, -- should be 2
originatorInfo [0] IMPLICIT P15-OriginatorInfo OPTIONAL, -- not used
recipientInfos P15-RecipientInfos, -- contains only 1 KEKRecipientInfo
encryptedContentInfo Pl5-EncryptedContentInfo,
unprotectedAttrs [1] IMPLICIT P15-UnprotectedAttributes OPTIONAL -- not used
}
Pl15-EncryptedContentInfo ::= SEQUENCE ({
contentType OBJECT IDENTIFIER,

-- must be { iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs7(7) 1 }
contentEncryptionAlgorithm P15-ContentEncryptionAlgorithmIdentifier,

encryptedContent [0] IMPLICIT Pl5-EncryptedContent OPTIONAL -- must have
}
P15-ContentEncryptionAlgorithmIdentifier ::= P15-GostEncryptionImitAlgorithmIdentifier
P15-GostEncryptionImitAlgorithmIdentifier ::= SEQUENCE {

algorithm OBJECT IDENTIFIER,
-- must be
-- iso(1l) member-body(2) ru(643) rans(2) infotecs(4) ?(3) gost-28147(2) cbc-imm(2)

parameters ANY OPTIONAL -- but MUST be present and must be Gost28147-89-Parameters
}

P15-Gost28147-89-Parameters ::= SEQUENCE ({
iv P15-Gost28147-89-1V,



encryptionParamSet P15-Gost28147-89-ParamSet
}

P15-Gost28147-89-IV ::= OCTET STRING (SIZE (8))
P15-EncryptedContent ::= OCTET STRING -- Encrypted data + imit
--KeyInfo {ParameterType, OperationsType} ::= CHOICE ({

-= reference Reference,

-— paramsAndOps SEQUENCE {

- parameters ParameterType,

-= supportedOperations OperationsType OPTIONAL

P15-KeyInfoPrivateGost ::= CHOICE ({
reference P15-Reference, -- not used
paramsAndOps SEQUENCE {
parameters P15-KeyParameters,
supportedOperations P15-PublicKeyOperations OPTIONAL -- not used
}
}
Pl5-KeyParameters ::= CHOICE {
cryptoProParamSet OBJECT IDENTIFIER, —-- used
-- may be:
-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) ecc-signs( cryptopro-A(l) }

)

iso (1)

iso (1) member-body(2) ru(643) rans(2) cryptopro(2) ecc-signs(
)
)

P

-- iso (1) member-body(2) ru(643) rans(2) cryptopro(2) ecc-exchanges (36)

- iso (1) member-body(2) ru(643) rans(2) cryptopro(2) ecc-exchanges (36)
privateKeyParamSet [0] P15-GostR3410-2001-PublicKeyParameters,
secretKeyParamSet [1] P15-Gost28147-89-ParamSetParameters, --

}

P15-GostR3410-2001-PublicKeyParameters ::= SEQUENCE ({
publicKeyParamSet OBJECT IDENTIFIER,

-- may be:

-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) ecc-signs(

-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2)

-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) ecc-signs(

-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) ecc-exchanges (36)

-- { iso(1l) member-body(2) ru(643) rans(2) cryptopro(2) ecc-exchanges (36)
digestParamSet OBJECT IDENTIFIER,

-- must be:

35)
member-body (2) ru(643) rans(2) cryptopro(2) ecc-signs(35) cryptopro-B(2) }
35) cryptopro-C(3) }

cryptopro-XchA (0)
cryptopro-XchB (1)

-- recognized
not used

35) cryptopro-A(l) }
ecc-signs (35) cryptopro-B(2) }
35) cryptopro-C(3) }

cryptopro-XchA (0)
cryptopro-XchB (1)

-- { iso(l) member-body(2) ru(643) rans(2) cryptopro(2) hashes(30) cryptopro(l) }

encryptionParamSet P15-Gost28147-89-ParamSet OPTIONAL
}

P15-Gost28147-89-ParamSetParameters ::= SEQUENCE ({
eUz P15-Gost28147-89-U%,
mode INTEGER {
gost28147-89-CNT (0),
gost28147-89-CFB (1),
cryptoPro-CBC (2)
}I
shiftBits INTEGER,
keyMeshing P15-AlgorithmIdentifier
}

P15-Gost28147-89-UZ ::= OCTET STRING (SIZE (64))

P15-PublicKeyOperations ::= P15-Operations

P15-Operations ::= BIT STRING {
compute-checksum (0), -- H/W computation of checksum
compute-signature (1), -- H/W computation of signature
verify-checksum (2), -- H/W verification of checksum

verify-signature (3), -- H/W verification of signature
encipher (4), -- H/W encryption of data
decipher (5), -- H/W decryption of data

hash (6), -- H/W hashing

generate-key (7) -- H/W key generation

}
}

}
}
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P15-PublicKeys ::= P15-PathOrObjectsPublicKeyType
P15-PathOrObjectsPublicKeyType ::= CHOICE {
path P15-Path, -- not used
objectspk [0] SEQUENCE OF P15-PublicKeyType, -- use
indirect-protected [1] Pl5-ReferencedValue, -- not used
-- EnvelopedData {SEQUENCE OF ObjectType}}
direct-protected [2] Pl5-EnvelopedData -- not used
}
P15-PublicKeyType ::= CHOICE {
publicRSAKey P15-PublicKeyObjectPublicRSAKeyAttributes,
publicECKey [0] P15-PublicKeyObjectPublicECKeyAttributes,
publicDHKey [1] P15-PublicKeyObjectPublicDHKeyAttributes,

publicDSAKey [2] P15-PublicKeyObjectPublicDSAKeyAttributes,

publicKEAKey [3] P15-PublicKeyObjectPublicKEAKeyAttributes,

publicGostR3410-2001Key [26] P15-PKCS150bjectPublicKey, -- use
-- For future extensions

}

P15-PKCS150bjectPublicKey ::= SEQUENCE ({
commonObjectAttributesP15-CommonObjectAttributes,
classAttributes P1l15-CommonKeyAttributes,
subClassAttributes [0] P15-CommonPublicKeyAttributes OPTIONAL,
typeAttributes [1] P15-PublicGostKeyAttributes

}

P15-CommonPublicKeyAttributes ::= SEQUENCE ({
subjectName P15-Name OPTIONAL, -- may use

ceey
trustedUsage [0] P15-Usage OPTIONAL -- not used
}

P15-PublicGostKeyAttributes ::= SEQUENCE ({
value P1l5-ObjectValueGostPublicKeyChoice,
keyInfo P15-KeyInfoPublicGost OPTIONAL, —-- may use
-- For future extensions

}

P15-ObjectValueGostPublicKeyChoice ::= CHOICE ({
indirect P15-ReferencedValue, -- not used
direct [0] P15-GostPublicKeyChoice,
indirect-protected [1] Pl5-ReferencedValue, -- not used
direct-protected [2] Pl5-EnvelopedData -- not used

}

P15-GostPublicKeyChoice ::= CHOICE {
raw P15-GostR3410-2001Point,
spki P15-SubjectPublicKeyInfo, -- not implemented yet

-- spki.algorithm.algorithm must be:

--= { 1iso(l) member-body(2) ru(643) rans(2) cryptopro(2) gostR3410-2001(19) }

-- spki.algorithm.parameters may be absent or must be P15-GostR3410-2001-PublicKeyParameters
-- spki.subjectPublicKey must encapsulate DER of OCTET STRING of 64-byte public key

P15-GostR3410-2001Point ::= OCTET STRING -- {PubKeyX | PubKeyY} - little-endian

P15-KeyInfoPublicGost ::= CHOICE {
reference P15-Reference, -- not used
paramsAndOpsPub SEQUENCE {
parameters Pl5-KeyParameters,
supportedOperations P15-PublicKeyOperations OPTIONAL -- not used

Pl5-Certificates ::= P15-PathOrObjectsCertificateType

P15-PathOrObjectsCertificateType ::= CHOICE {
path P15-Path, -- not used
objectsc [0] SEQUENCE OF Pl5-CertificateType, -- used

-



indirect-protected [1] Pl5-ReferencedValue, -- not used
-- EnvelopedData {SEQUENCE OF ObjectType}}

direct-protected [2] Pl5-EnvelopedData -- not used
}
Pl15-CertificateType ::= CHOICE ({
x509Certificate P15-PKCS150bjectX509Certificate,

-- Other types not used

x509AttributeCertificate [0] Pl5-CertificateObjectX509AttributeCertificateAttributes,

pgpCertificate [2] Pl5-CertificateObjectPGPCertificateAttributes,
wtlsCertificate [3] Pl5-CertificateObjectWTLSCertificateAttributes,
x9-68Certificate [4] Pl5-CertificateObjectX9-68CertificateAttributes,
ey
cvCertificate [5] Pl5-CertificateObjectCVCertificateAttributes

}

--CertificateObject {CertAttributes} ::= PKCS150bject

-— {CommonCertificateAttributes, NULL, CertAttributes}

P15-PKCS150bjectX509Certificate ::= SEQUENCE ({
commonObjectAttributesP15-CommonObjectAttributes,
classAttributes Pl15-CommonCertificateAttributes,
subClassAttributes [0] NULL OPTIONAL,
typeAttributes [1] P15-X509CertificateAttributes
}
Pl15-CommonCertificateAttributes ::= SEQUENCE {
iD P15-Identifier, -- should be same as in private key
authority BOOLEAN DEFAULT FALSE, -- CA or end-user
identifier P15-CredentialIdentifier OPTIONAL, -- not used in software tokens
certHash [0] P15-00BCertHash OPTIONAL, -- not used
ceey
trustedUsage [1] P15-Usage OPTIONAL, -- not used (we use trustedCertificates)
identifiers [2] SEQUENCE OF Pl5-CredentialIldentifier OPTIONAL, -- not used (yet)
implicitTrust [3] BOOLEAN DEFAULT FALSE -- not used (we use trustedCertificates)
}
P15-X509CertificateAttributes ::= SEQUENCE ({
value P15-ObjectValueCertificate,
subject P15-Name OPTIONAL, -- we use
issuer [0] P15-Name OPTIONAL, -- we use
serialNumber Pl5-CertificateSerialNumber OPTIONAL, -- we use

-- For future extensions

}

Pl5-CertificateSerialNumber ::= INTEGER
P15-ObjectValueCertificate ::= CHOICE ({
indirect Pl15-ReferencedvValue, -- not used
direct [0] Pl5-Certificate, —-- used
indirect-protected [1] Pl5-ReferencedValue, -- not used
direct-protected [2] Pl5-EnvelopedData -- not used
}
P15-Certificate ::= SEQUENCE {
tbsCertificate P15-TBSCertificate,
signatureAlgorithm P15-AlgorithmIdentifier,
signatureValue BIT STRING
}
P15-TBSCertificate ::= SEQUENCE ({
version [0] EXPLICIT Pl5-Version DEFAULT vl,
serialNumber Pl15-CertificateSerialNumber,
signature P15-AlgorithmIdentifier,
issuer P15-Name,
validity P15-vValidity,
subject P15-Name,

subjectPublicKeyInfo P15-SubjectPublicKeyInfo,
issuerUniqueID [1] IMPLICIT P15-Uniqueldentifier OPTIONAL,
-- If present, version MUST be v2 or v3
subjectUniquelID [2] IMPLICIT P15-Uniqueldentifier OPTIONAL,
-- If present, version MUST be v2 or v3
extensions [3] EXPLICIT Pl5-Extensions OPTIONAL
-- If present, version MUST be v3

}

Pl15-Version ::= INTEGER { v1(0), v2(1l), v3(2) }



P15-AlgorithmIdentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY OPTIONAL

}

P15-Validity ::= SEQUENCE ({
notBefore P15-Time,
notAfter P15-Time

}

P15-Time ::= CHOICE {
utcTime UTCTime,
generalTime GeneralizedTime

}

P15-SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm P15-AlgorithmIdentifier,
subjectPublicKey BIT STRING

}

P15-Uniqueldentifier ::= BIT STRING

P15-Extensions ::= SEQUENCE SIZE (1..MAX) OF Pl5-Extension

P15-Extension ::= SEQUENCE {
extnID OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING

P15-DataObjects ::= P15-PathOrObjectsDataType

P15-PathOrObjectsDataType ::= CHOICE {
path P15-Path, -- not used
objectsd [0] SEQUENCE OF Pl15-DataType, -- used for CRLs and random (encr)

ceey
indirect-protected [1] Pl5-ReferencedValue, -- not used
-- EnvelopedData {SEQUENCE OF ObjectType}}
direct-protected [2] Pl5-EnvelopedData -- not used
}

P15-DataType ::= CHOICE ({
opaqueDO P15-DataObjectOpaque, -- not used
externalIDO [0] Pl5-DataObjectExternalIDO, -- not used
0idDO [1] P15-PKCS150bject0idDO,
-- For future extensions

}

--DataObject0idDO {DataObjectAttributes} ::= PKCS150bject {
-= CommonDataObjectAttributes, NULL, 0idDO}

P15-PKCS150bject0idDO ::= SEQUENCE {
commonObjectAttributesP15-CommonObjectAttributes,
classAttributes Pl15-CommonDataObjectAttributes,
subClassAttributes [0] NULL OPTIONAL,
typeAttributes [1] P15-0idDO

}

P15-CommonDataObjectAttributes ::= SEQUENCE ({
applicationName P15-Label OPTIONAL, -- not used
applicationOID OBJECT IDENTIFIER OPTIONAL,

-- For FactorTSVersion:
-- {iso(l) identified-organization(3) dod(6) internet(l) private(4) enterprise(l) factor-
ts(13312) room503(503) content-types(l) factor-ts-version(3) }

-—- For CRL:
-- {iso(l) identified-organization(3) dod(6) internet(l) private(4) enterprise(l) factor-
ts(13312) room503(503) content-types(l) x509crl (2) }

-- For random init value:
-- {iso(l) identified-organization(3) dod(6) internet(l) private(4) enterprise(l) factor-
ts(13312) room503(503) content-types(l) random-init (1) }

20



-- For abstract data identified by OID:
-- {iso(l) identified-organization(3) dod(6) internet(l) private(4) enterprise(l) factor-
ts(13312) room503(503) content-types(l) abstract-data(4) }

-- For future extensions

} (WITH COMPONENTS {..., applicationName PRESENT} |WITH COMPONENTS {..., applicationOID PRESENT})
P15-0idDO ::= SEQUENCE {
id OBJECT IDENTIFIER, -- same as CommonDataObjectAttributes.applicationOID

value P1l5-ObjectValueAny
}

P15-ObjectValueAny ::= CHOICE {
indirect P15-ReferencedvValue, -- not used
direct [0] ANY, -- CRLContainer, FactorTSVersion, FTSAbstractData
indirect-protected [1] Pl5-ReferencedValue, -- not used
direct-protected [2] Pl5-EnvelopedData -- RandomInitValue, FTSAbstractData
}
-- FTSAbstractData ::= OCTET STRING
P15-CRLContainer ::= SEQUENCE ({
iD P15-Identifier, -- should be the same as issuer's certificate.
issuer [0] P15-Name OPTIONAL, -- we use
crl Pl15-Certificatelist,
}
P15-Certificatelist ::= SEQUENCE {
tbsCertList P15-TBSCertList,
signatureAlgorithm P15-AlgorithmIdentifier,
signatureValue BIT STRING
}
P15-TBSCertList ::= SEQUENCE {
version P15-Version OPTIONAL,
-- 1if present, MUST be v2
signature Pl15-AlgorithmIdentifier,
issuer P15-Name,
thisUpdate P15-Time,
nextUpdate P15-Time OPTIONAL,
revokedCertificates SEQUENCE OF P15-CertListElem OPTIONAL,
crlExtensions [0] EXPLICIT Pl15-Extensions OPTIONAL
-- if present, version MUST be v2
}
P15-CertListElem ::= SEQUENCE {
userCertificate Pl5-CertificateSerialNumber,
revocationDate P15-Time,
crlEntryExtensions P15-Extensions OPTIONAL

-- if present, version MUST be v2

}

Pl15-RandomInitValue ::= SEQUENCE ({
randomInit OCTET STRING (SIZE (64)),
moreRandom OCTET STRING OPTIONAL,
}
Pl5-FactorTSVersion ::= SEQUENCE ({
majorVersion INTEGER,
minorVersion [0] INTEGER OPTIONAL,

P15-OriginatorInfo ::= SEQUENCE ({

certs [0] IMPLICIT Pl5-CertificateSet OPTIONAL,

crls [1] IMPLICIT Pl5-RevocationInfoChoices OPTIONAL
}

P15-CertificateSet ::= SET OF Pl5-CertificateChoices

Pl15-CertificateChoices ::= ANY



Pl15-RevocationInfoChoices ::= SET OF Pl5-RevocationInfoChoice

P15-RevocationInfoChoice ::= ANY

P15-UnauthAttributes ::= SET SIZE (1..MAX) OF Pl5-Attribute
P15-KeyTransRecipientInfo ::= SEQUENCE ({

}

-- version CMSVersion, always set to 0 or 2

-= rid RecipientIdentifier,
-= keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
-= encryptedKey EncryptedKey }

P15-KeyAgreeRecipientInfo ::= SEQUENCE {
}
Pl5-PasswordRecipientInfo ::= SEQUENCE {
}
P15-OtherRecipientInfo ::= SEQUENCE {
}
P15-OtherKeyAttribute ::= SEQUENCE { ... }
P15-SecretKeys ::= ANY
P15-AuthObjects ::= ANY
P15-Path ::= SEQUENCE { ... }
Pl15-ReferencedValue ::= CHOICE ({

path P15-Path,

url P15-URL
}
P15-URL ::= CHOICE ({

url PrintableString,

urlWithDigest [3] SEQUENCE {

url IA5String,

digest P15-DigestInfoWithDefault

}

P15-DigestInfoWithDefault ::= SEQUENCE { ... }
P15-UnprotectedAttributes ::= SET SIZE (1..MAX) OF P1l5-Attribute
P15-PrivateKeyObjectPrivateRSAKeyAttributes ::= SEQUENCE { ... }
P15-PrivateKeyObjectPrivateECKeyAttributes ::= SEQUENCE { ... }
P15-PrivateKeyObjectPrivateDHKeyAttributes ::= SEQUENCE { ... }
P15-PrivateKeyObjectPrivateDSAKeyAttributes ::= SEQUENCE { ... }
P15-PrivateKeyObjectPrivateKEAKeyAttributes ::= SEQUENCE { ... }
P15-AccessControlRule ::= ANY

P15-Reference ::= INTEGER (0..pkcsl5-ub-reference)
pkcsl5-ub-reference INTEGER ::= 255

Pl15-CredentialIdentifier ::= SEQUENCE { ... }
P15-CertificateObjectX509AttributeCertificateAttributes ::= SEQUENCE {
Pl15-CertificateObjectPGPCertificateAttributes ::= SEQUENCE { ... }

Pl15-CertificateObjectWTILSCertificateAttributes ::= SEQUENCE { ... }



Pl5-CertificateObjectX9-68CertificateAttributes ::= SEQUENCE { ... }
P15-CertificateObjectCVCertificateAttributes ::= SEQUENCE { ... }
P15-00BCertHash ::= SEQUENCE ({ }

P15-Usage ::= SEQUENCE { ... }

P15-DataObjectOpaque ::= SEQUENCE { ... }
P15-DataObjectExternalIDO ::= SEQUENCE { ... }
P15-PublicKeyObjectPublicRSAKeyAttributes ::= SEQUENCE ({ }
P15-PublicKeyObjectPublicECKeyAttributes = SEQUENCE ({ }
P15-PublicKeyObjectPublicDHKeyAttributes ::= SEQUENCE ({ }
P15-PublicKeyObjectPublicDSAKeyAttributes = SEQUENCE { }
P15-PublicKeyObjectPublicKEAKeyAttributes = SEQUENCE ({ }

END

0
4
7
9
11
14
16

22
24
33
35

44

54
56
58

92

98
100

108
110

118
122

134
138
142
146
149
151
153
159
161
163

174
176

(1 2 840 113549 1 5 12)

(1 2 643 2 231 1) (1 2 643 2 2 31 1)

(1 2643 2 2 9) (1 2 643 2 2 9)

(1 2 840 113549 1 15 3 1)

(1 2 840 113549 1 5 12)

[MpencraBnenne ASN:
5404: SEQUENCE {
1: INTEGER O
89: SET {
87: [2] |
1: INTEGER 4
6: SEQUENCE {
4: OCTET STRING 00 00 00 04
: }
30: SEQUENCE {
7: OBJECT IDENTIFIER 'l 2 643 2 2 13 1'
19: SEQUENCE {
7: OBJECT IDENTIFIER
: 1d-Gost28147-89-CryptoPro-A-ParamSet
8: OCTET STRING 74 BA EE A0 BE CB 77 5E
: }
: }
42 OCTET STRING, encapsulates {
40: SEQUENCE {
32: OCTET STRING
: 5E B1 D1 B6 42 1A 02 DE OB C6 FC 8C 3E 8D 81 0D
: DF 8D 44 08 5D 54 EF 7E A2 77 6E 19 DA 3E 78 Al
4: OCTET STRING 39 93 A8 0D
: }
: }
: }
: }
8: SEQUENCE {
6: OBJECT IDENTIFIER 'l 2 643 2 2 10'
: }
8: [1] |
6: OBJECT IDENTIFIER GOST R 34.11-94
: }
5174: SEQUENCE {
10: OBJECT IDENTIFIER
: pkcslbcontent (1 2 840 113549 1 15 3 1)
5158: [0] {
5154: OCTET STRING, encapsulates {
5150: SEQUENCE {
1: INTEGER 0
76: [0] {
74: SEQUENCE {
4: OCTET STRING 00 00 00 04
66: [0] {
64: SEQUENCE {
9: OBJECT IDENTIFIER
: pkcs5PBKDEF2
51: SEQUENCE {
32: OCTET STRING

23



F4 53 80 45 BO 2F C8 C6 DE AA 01 ED A5 16 21 DD
Bl 65 FB 1F 53 AB C9 4C 1D 64 B3 BD 3F D9 D8 0C

210 2: INTEGER 2000
214 1: INTEGER 32
217 8: SEQUENCE {
219 6: OBJECT IDENTIFIER 'l 2 643 2 2 10'
: }
}
}
}
}
: }
227 5065: SEQUENCE {
231 365: [71 |
235 361: [01 {
239 64: [1] {
241 22 SEQUENCE {
243 17: UTF8String 'Factor-TS version'
262 1: BIT STRING
: }
265 13: SEQUENCE {
267 11: OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 3'
: }
280 23: [11 |
282 11: OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 3!
295 8: [01 |
297 6: SEQUENCE {
299 1: INTEGER 2
302 1: [0] 00
: }
}
}
: }
305 291: [1] {
309 23: SEQUENCE {
311 17: UTF8String 'Random Init Value'
330 2: BIT STRING 6 unused bits
. VllVB
: }
334 13: SEQUENCE {
336 11: OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 1°'
: }
349 248: (1] ¢
352 11: OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 1"
365 232: [21 {
368 1: INTEGER 2
371 89: SET {
373 87: [21 {
375 1: INTEGER 4
378 6: SEQUENCE {
380 4: OCTET STRING 00 00 00 04
: }
386 30: SEQUENCE {
388 7 OBJECT IDENTIFIER 'l 2 643 2 2 13 1"
397 19: SEQUENCE {
399 7: OBJECT IDENTIFIER
: 1id-Gost28147-89-CryptoPro-A-ParamSet (1 2 643 2 2 31 1) (1 2 643 2 2
31 1)
408 8: OCTET STRING 74 70 70 52 12 2A 80 50
: }
: }
418 42 OCTET STRING, encapsulates {
420 40: SEQUENCE {
422 32: OCTET STRING
: 5D 7F 85 OF 18 OA 20 A5 FA 27 BC D4 13 77 39 AF
: A3 51 DB E7 3C B3 88 80 BB BE B8 41 5B 42 46 28
456 4: OCTET STRING 5A 69 79 CD
: }
}
}
i }
462 135: SEQUENCE {
465 9: OBJECT IDENTIFIER
: data (1 2 840 113549 1 7 1) (1 2 840 113549 1 7 1)
476 31: SEQUENCE {
478 8: OBJECT IDENTIFIER 'l 2 643 2 4 3 2 2"
488 19: SEQUENCE {
490 8: OCTET STRING DD 8E C8 00 OF CA 11 88

500 7 OBJECT IDENTIFIER



1)

509 89:
600 1021:
604 1017:
608 1013:
612 27:
614 22:
638

641

643

649

652 969:
656 697:
660 616
664

666

669 16:
687

689

697 122:
699 35
701 33
703

714 20
736 11
738

740

745

749 15:
751 13:
753

758

766 18:
768 16:
770

775

786 14:
788 12:
790

795

802 17:
804 15:
806

1:

i

3:

25

id-Gost28147-89-CryptoPro-A-ParamSet (1 2 643 2 2 31 1) (1 2 643 2 2 31

93 9B 98 38 70 4A 73 DD A0 AE AF 87 4C 4A 00 AD
62 B8 21 AA 5C 89 C2 FF 92 1C 5C 43 40 54 BC B6
AA 28 D3 14 8B E9 6F 62 F2 06 37 69 25 2C 5D 09
C9 26 44 14 23 51 85 DD 99 06 95 02 8E 0B 98 BE
F5 46 55 CF 63 D8 E5 48 7D 63 25 75 2B F4 Bl 93
E6 3E 22 AA DB DC 46 03 91

[0] {
SEQUENCE {
SEQUENCE {
UTF8String 'Root Certificate of CA'
BIT STRING
}
SEQUENCE {
OCTET STRING 00 00 00 01
BOOLEAN TRUE
}
[11 {
(01 {
SEQUENCE {
[01 {
INTEGER 2
}
INTEGER
07 48 BA C5 90 EA C5 9B 4C 4F OF E7 04 98 9C A8
SEQUENCE {
OBJECT IDENTIFIER
GOST R 34.11/34.10-2001 (1 2 643 2 2 3) (1 2 643 2 2 3)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
emailAddress (1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)
IASString 'mivanov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
localityName (2 5 4 7) (2 5 4 7)
PrintableString 'Moscow'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10) (2 5 4 10)
PrintableString 'CryptoPro'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11) (2 5 4 11)
PrintableString 'Promo'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER



811

821
823
838

853
855
857
859

870

892
894
896

901

905
907
909

914

922
924
926

931

942
944
946

951

958
960
962

977
979
981

989
991

35 1)
1000

1009
1012

1078
1081
1084
1086

30:
13:
13:

122:
35:
33:

20:

15:
13:

18:
16:

14:
12:

17:
15:

67:
64:

199:
196:
11:

97
02
8D
CF

commonName (2 5 4 3)

}
}
}
SEQUENCE {

(2 54 3)
PrintableString 'Maxim UC'

UTCTime 21/03/2012 12:39:38 GMT
UTCTime 21/03/2017 12:46:12 GMT

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER

emailAddress (1 2 840 113549 1 9 1)

IAS5String 'mivanov@factor-ts.ru'

}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER

(2 54 6)

localityName (2 5 4 7)
PrintableString 'Moscow'

}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER

(2

5

organizationName (2 5 4 10)

PrintableString 'CryptoPro'

}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER

organizationalUnitName
PrintableString 'Promo'

}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)

}
}
}
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER

(2

5

(2 5 4
PrintableString 'Maxim UC'

GOST R 34.10-2001 (1 2 643 2

SEQUENCE {
OBJECT IDENTIFIER

1d-GostR3410-2001-CryptoPro-A-ParamSet

OBJECT IDENTIFIER

4. 7)

(2 54 10)

4 11) (2 5 4 11)

3)

2 19) (1 2 643 2 2 19)

id-GostR3411-94-CryptoProParamSet

}
}

BIT STRING, encapsulates {

OCTET STRING

CB DD 42 DF 80 28 13 B2 99 11
1F 6E 83 5F B3 35 Bl 48 15 EO
70 52 10 B8 61 47 40 CF E2 31
23 BB 24 47 59 27 2F D7 9D F4

}

[31 {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(2

5

64
43
4E
42

29

6B
CD
54
A8

15)

El
76
51
c4

(1 2 643 2 2 30 1)

38 12
24 6D
39 D5
DD 9C

26

(1 2 840 113549 1 9 1)

(1 2 643 2235 1) (12 643 2 2

(1 2 643 2 2 30



1091
1093

1097
1099

1104
1107
1109
1111

1114
1116

1121
1123

1145
1147

1152
1154
1156
1158
1160
1162

1212

1262
1264

1275
1277

1280
1282

1290

1357
1359
1361
1363

1374

1396

1398

1400

1405

1409
1411

w

= w o=

22:
20:

115:

108:
106:
104:
102:
100:

48:

48:

65:

122:
35:

15:
13:

27

OCTET STRING, encapsulates {
BIT STRING 1 unused bit
'1000011'B
}
}
SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19) (2 5 29 19)
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {
BOOLEAN TRUE
}
}
}
SEQUENCE {
OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14) (2 5 29 14)
OCTET STRING, encapsulates {
OCTET STRING
C3 99 AC 2E F8 F6 FC FO 62 2C 8A 80 35 DF DA 63
28 17 EF ED
}
}
SEQUENCE {
OBJECT IDENTIFIER
cRLDistributionPoints (2 5 29 31) (2 5 29 31)
OCTET STRING, encapsulates {
SEQUENCE {
SEQUENCE {
[01 {
[0] {
[6]
'http://voenmeh-d0f286a/CertEnroll/Maxim%20UC.crl’
[6]
'file://\\voenmeh-d0f286a\CertEnroll\Maxim UC.crl'

SEQUENCE {
OBJECT IDENTIFIER
cRAKeyCertIndexPair (1 3 6 1 4 1 311 21 1) (1 3 6 1 4 1 311 21 1)
OCTET STRING, encapsulates {
INTEGER 0
}
}
}
}
}
SEQUENCE {
OBJECT IDENTIFIER
GOST R 34.11/34.10-2001 (1 2 643 2 2 3) (1 2 643 2 2 3)
}
BIT STRING
Cl 74 EO FC 28 6F 84 9C BA FA 24 ED A3 AB D1 44
97 D4 E2 46 74 C2 D4 9E B9 F8 1B 53 1C 98 BA AA
95 DB EB DA 76 A2 45 2F 05 99 F1 96 B3 9F 2F F1
71 E5 12 66 CB EB 59 39 32 F5 7B 6A DO 7C F8 AD
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
emailAddress (1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)
IA5String 'mivanov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {



1413
1418
1426
1428
1430
1435
1446
1448
1450
1455
1462
1464

1466

1471

1481
1483
1485
1487
1489

1500
1522
1524
1526
1531
1535
1537
1539
1544
1552
1554
1556
1561
1572
1574
1576
1581
1588
1590

1592

1597

1607

18:
16:

14:
12:

17:
15:

124:
122:

15:
13:

18:
16:

14:
12:

17:
15:

16:

OBJECT IDENTIFIER
localityName
PrintableString 'Moscow'

}
}

SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10) (2 5 4 10)
PrintableString 'CryptoPro'

}
}

SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11)
PrintableString 'Promo'

}
}

SET {
SEQUENCE {
OBJECT IDENTIFIER

[0]
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER

commonName

(2 547) (2547)

(2 54 3) (254 3)

PrintableString 'Maxim UC'

}
}
}
{

emailAddress
IA5String

}
}

SET {
SEQUENCE {
OBJECT IDENTIFIER

countryName

(254 6) (254 6)

PrintableString 'RU'

}
}

SET {
SEQUENCE {
OBJECT IDENTIFIER

localityName (2 5 4 7) (2 5 4 7)
PrintableString 'Moscow'

}
}

SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10) (2 5 4 10)
PrintableString 'CryptoPro'

}
}

SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11)
PrintableString 'Promo'

}
}

SET {
SEQUENCE {
OBJECT IDENTIFIER

commonName

(2 54 3) (254 3)

PrintableString 'Maxim UC'

}
}

}
}

INTEGER
07 48 BA C5 90 EA C5 9B 4C 4F OF E7 04 98 9C A8

}
}

}
}

(2 54 11)

(1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)
'mivanov@factor-ts.ru'

(2 54 11)

28



1625
1629
1633
1637
1639
1652

1655
1657

1670
1674
1687
1691
1695
1701
1703
1705
1707
1709

1720

1742
1744
1746

1751

1755
1757
1759

1764

1772
1774
1776

1781

1792
1794
1796

1801

1808
1810
1812

1817

1827
1831
1835
1838
1840

1848
1850
1852
1854

1865

1887

1889
1891

888:
884:
880:
16:
11:

13:
11:

843:

11:
826:
822:

124:
122:

15:
13:

18:
16:

14:
12:

17:
15:

686:
605:

122:
35:
33:

20:

O

[11 {
SEQUENCE {
UTF8String 'CRL from CA'
BIT STRING
}
SEQUENCE {

OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 2'

}
(1] f

OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 2'

[0] {
SEQUENCE {
OCTET STRING 00 00 00 01
(01 {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
emailAddress (1 2 840 113549 1 9 1)
IA5String 'mivanov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
localityName (2 5 4 7) (2 5 4 7)
PrintableString 'Moscow'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER

(1 2 840 113549 1 9 1)

organizationName (2 5 4 10) (2 5 4 10)

PrintableString 'CryptoPro'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER

organizationalUnitName (2 5 4 11) (2 5 4 11)

PrintableString 'Promo'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3) (2 5 4 3)
PrintableString 'Maxim UC'
}
}
}
}
SEQUENCE {
SEQUENCE {
INTEGER 1
SEQUENCE {
OBJECT IDENTIFIER

GOST R 34.11/34.10-2001 (1 2 643 2 2 3) (1 2 643 2 2 3)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
emailAddress (1 2 840 113549 1 9 1)
IAS5String 'mivanov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER

(1 2 840 113549 1 9 1)

29



1896

1900
1902
1904

1909

1917
1919
1921

1926

1937
1939
1941

1946

1953
1955
1957

1962

1972
1987
2002
2005
2007

2019
2034
2036
2038

2043
2045

2048
2050

2062
2077
2079
2081

2086
2088

2091
2093

2105
2120
2122
2124

2129
2131

15:
13:

18:
16:

14:
12:

17:
15:

13:
13:
129:
41:
10:

13:
12:
10:

41:
10:

13:
12:
10:

41:
10:

13:
12:
10:

30

countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
localityName (2 5 4 7) (2 5 4 7)
PrintableString 'Moscow'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10) (2 5 4 10)
PrintableString 'CryptoPro'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11) (2 5 4 11)
PrintableString 'Promo'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3) (2 5 4 3)
PrintableString 'Maxim UC'
}
}
}
UTCTime 15/05/2012 09:10:06 GMT
UTCTime 22/05/2012 21:30:06 GMT
SEQUENCE {
SEQUENCE {
INTEGER
61 04 D6 67 00 00 00 00 00 12
UTCTime 02/05/2012 11:41:27 GMT
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
cRLReason (2 5 29 21) (2 5 29 21)
OCTET STRING, encapsulates {
ENUMERATED 5
}
}
}
}
SEQUENCE {
INTEGER
61 10 5F A6 00 00 00 00 00 07
UTCTime 02/05/2012 11:38:20 GMT
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
cRLReason (2 5 29 21) (2 5 29 21)
OCTET STRING, encapsulates {
ENUMERATED 5
}
}
}
}
SEQUENCE {
INTEGER
61 E9 42 A9 00 00 00 00 00 11
UTCTime 02/05/2012 11:38:05 GMT
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
cRLReason (2 5 29 21) (2 5 29 21)
OCTET STRING, encapsulates {
ENUMERATED 5
}
}
}
}
}



2134 302: [01 {

2138 298: SEQUENCE {
2142 31: SEQUENCE {
2144 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35) (2 5 29 35)
2149 24 OCTET STRING, encapsulates {
2151 22 SEQUENCE {

2153 20: [0]
: C3 99 AC 2E F8 F6 FC FO 62 2C 8A 80 35 DF DA 63
28 17 EF ED
}
}
: }
2175 16: SEQUENCE {

2177 9: OBJECT IDENTIFIER
: cAKeyCertIndexPair (1 3 6 1 4 1 311 21 1) (1 3 6 1 4 1 311 21 1)
2188 3: OCTET STRING, encapsulates {
2190 1: INTEGER 0
: }
: }
2193 10: SEQUENCE {
2195 3: OBJECT IDENTIFIER
: cRLNumber (2 5 29 20) (2 5 29 20)
2200 3: OCTET STRING, encapsulates {
2202 1: INTEGER 5
: }
: }
2205 28: SEQUENCE {
2207 9: OBJECT IDENTIFIER 'l 3 6 1 4 1 311 21 4°
2218 15: OCTET STRING, encapsulates {
2220 13: UTCTime 22/05/2012 09:20:06 GMT
: }
: }
2235 202: SEQUENCE {
2238 9: OBJECT IDENTIFIER 'l 3 6 1 4 1 311 21 14"
2249 188: OCTET STRING, encapsulates {
2252 185: SEQUENCE {
2255 182: SEQUENCE {
2258 179: [01 {
2261 176: [01 |

2264 173: [6]

: 'ldap:///CN=Maxim%$20UC, CN=voenmeh-d0f286a, CN=CDP, '
'CN=Public%20Key%20Services,CN=Services, DC=Unavai'
'lableConfigDN?certificateRevocationList?base?obj’
'ectClass=cRLDistributionPoint'’

2440 8: SEQUENCE {
2442 6: OBJECT IDENTIFIER
: GOST R 34.11/34.10-2001 (1 2 643 2 2 3) (1 2 643 2 2 3)
: }
2450 65: BIT STRING
: 70 B6 42 8A 9A E3 05 82 9E 7F 5B 97 Al 6A Bl 84
FB F8 23 E7 F2 CD 02 A3 02 92 E8 53 83 8F 51 F4
88 A4 0C 37 C6 9D 3C 4B AB 0C 3A Al 0C OB 7F 02
35 02 77 88 D2 A3 04 FD 67 EC 9B 92 BO 83 AB 57

: }
2517 551: [0] {
2521 547: [0] {
2525 543: [261 {
2529 35: SEQUENCE {
2531 29: UTF8String 'Private Key of Andrey Fedotov'
2562 2: BIT STRING 7 unused bits
: '1'B (bit 0)

: }
2566 49: SEQUENCE {



2568
2574

2579

2583
2600

2617
2620
2623
2625
2627

2638

2660
2662
2664

2669

2673
2675
26717

2682

2696
2698
2700

2705

2725
2727
2729

2734

2744
2746
2748

2753

2809
2813
2816
2819
2821
2823
2826
2828

2834
2836
2845
2847

31 1)
2856

2866
2868
2870

15:
15:

189:
186:

35:
33:

20:

21:
19:

12:

27:
25:

18:

17:
15:

63:
61:

54:

259:
245:

89:
87:

30:

19:

42:
40:
32:

OCTET STRING 00 00 00 02
BIT STRING 6 unused bits
'0110010001'B
BIT STRING 5 unused bits
'111'B
GeneralizedTime 18/05/2012 11:03:00 GMT
[0] 18/05/2013 11:12:00 GMT
}
[0] {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
emailAddress (1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)
IAS5String 'fedotov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
localityName (2 5 4 7) (2 5 4 7)
BMPString '...>.A.:.2.0'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10) (2 5 4 10)
BMPString '.$.0.:.B.>.@-.".!"
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11) (2 5 4 11)
BMPString '.".5.A.B'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3) (2 5 4 3)
BMPString
'.$.5.4.>.B.>.2 ...=.4.@.5.9 ...;.0.4.8.<.8.@.>.2"
'.8.G'

[2] |
INTEGER 2
SET {
[2] |
INTEGER 4
SEQUENCE {
OCTET STRING 00 00 00 04
}
SEQUENCE {
OBJECT IDENTIFIER 'l 2 643 2 2 13 1'
SEQUENCE {
OBJECT IDENTIFIER
id-Gost28147-89-CryptoPro-A-ParamSet (1 2 643 2 2 31 1)

OCTET STRING 3F 3B F8 Al 0D 7F B6 83
}
}
OCTET STRING, encapsulates {
SEQUENCE {
OCTET STRING
10 A8 84 C3 2C 16 2F 2F 3E 46 97 D5 45 70 0D 6D
83 AE A3 CB 56 55 DO C3 75 16 C2 54 2C DA 21 56

(1 2 643 2 2

32



2904

2910
2913

2924
2926
2936
2938
2948

2957

3061
3063

3072
3076
3080
3084
3086
3117

3120
3122

3128
3132
3136
3140
3142

3145
3157
3159

3167
3169
3171
3173

3184
3206
3208
3210
3215
3219
3221

3223

3228

148:

31:

19:

1346:
1342:
1338:
34:
29:

122:

15:
13:

33

OCTET STRING 37 08 3E 6D
}
}
}
}
SEQUENCE {
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1) (1 2 840 113549 1 7 1)
SEQUENCE {
OBJECT IDENTIFIER 'l 2 643 2 4 3 2 2"
SEQUENCE {
OCTET STRING A3 32 60 BC E4 20 74 30
OBJECT IDENTIFIER
1id-Gost28147-89-CryptoPro-A-ParamSet (1 2 643 2 2 31 1) (1 2 643 2 2 31

[0]
F7 FO 41 FC C5 14 CB 6D 2A EF A2 5E D2 D3 17 15
DB 96 9B 62 F6 50 20 82 2D 1A 1E AE CE 3F E4 6F
41 96 66 68 44 9F B5 A2 98 8F BC AE 61 86 B9 FD
DF F9 81 33 47 08 32 20 OF 7B 4E 18 A0 OC DD 72
A9 D2 E8 1E BB 8A 41 0B 88 EB A8 87 6B 4E 3D 0D
46 B2 37 4A 65 00 6D 82 OA D5 52 F3 DA BB 4B 19
09 5E DB 60 F8 CE
}
}
SEQUENCE {
OBJECT IDENTIFIER
1d-GostR3410-2001-CryptoPro-A-ParamSet (1 2 643 2 2 35 1) (1 2 643 2 2 35

[01 {
SEQUENCE {
SEQUENCE {
UTF8String 'Certificate of Andrey Fedotov'
BIT STRING
}
SEQUENCE {
OCTET STRING 00 00 00 02
}
[11 {
(01 {
SEQUENCE {
[01 {
INTEGER 2
}
INTEGER 61 4A 76 22 00 00 00 00 00 1D
SEQUENCE {
OBJECT IDENTIFIER
GOST R 34.11/34.10-2001 (1 2 643 2 2 3) (1 2 643 2 2 3)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
emailAddress (1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)
IAS5String 'mivanov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
localityName (2 5 4 7) (2 5 4 7)
PrintableString 'Moscow'
}
}



3236 18: SET {

3238 16: SEQUENCE {
3240 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10) (2 5 4 10)
3245 9: PrintableString 'CryptoPro'
: }
: }
3256 14: SET {
3258 12: SEQUENCE {
3260 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11) (2 5 4 11)
3265 5: PrintableString 'Promo'
: }
: }
3272 17: SET {
3274 15: SEQUENCE {
3276 3: OBJECT IDENTIFIER
: commonName (2 5 4 3) (2 5 4 3)
3281 8: PrintableString 'Maxim UC'
}
}
: }
3291 30: SEQUENCE {
3293 13: UTCTime 18/05/2012 11:03:00 GMT
3308 13: UTCTime 18/05/2013 11:12:00 GMT
: }
3323 186: SEQUENCE {
3326 35: SET {
3328 33: SEQUENCE {
3330 9: OBJECT IDENTIFIER
: emailAddress (1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)
3341 20: IA5String 'fedotov@factor-ts.ru'
: }
: }
3363 11: SET {
3365 9: SEQUENCE {
3367 3: OBJECT IDENTIFIER
: countryName (2 5 4 6) (2 5 4 6)
3372 2: PrintableString 'RU'
}
: }
3376 21: SET {
3378 19: SEQUENCE {
3380 3: OBJECT IDENTIFIER
: localityName (2 5 4 7) (2 5 4 7)
3385 12: BMPString '...>.A.:.2.0'
: }
: }
3399 27: SET {
3401 25: SEQUENCE {
3403 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10) (2 5 4 10)
3408 18: BMPString '.$.0.:.B.>.@-.".!"
: }
: }
3428  17: SET {
3430 15: SEQUENCE {
3432 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11) (2 5 4 11)
3437 8: BMPString '.".5.A.B'
}
: }
3447 63: SET {
3449 6l: SEQUENCE {
3451 3: OBJECT IDENTIFIER
: commonName (2 5 4 3) (2 5 4 3)
3456 54: BMPString
: '.$.5.4.>.B.>.2 ...=.4.@.5.9 ...;.0.4.8.<.8.@.>.2"
'.8.G'
}
}
: }
3512 99: SEQUENCE {
3514 28: SEQUENCE {
3516 6: OBJECT IDENTIFIER
: GOST R 34.10-2001 (1 2 643 2 2 19) (1 2 643 2 2 19)
3524 18: SEQUENCE {

3526 7 OBJECT IDENTIFIER



35

1d-GostR3410-2001-CryptoPro-A-ParamSet (1 2 643 2 2 35 1) (1 2 643 2 2

35 1)
3535 7: OBJECT IDENTIFIER
: id-GostR3411-94-CryptoProParamSet (1 2 643 2 2 30 1) (1 2 643 2 2 30
1)
}
: }
3544 67: BIT STRING, encapsulates {
3547 64 : OCTET STRING
: ED 92 03 66 00 10 11 B9 AC 32 68 28 56 76 95 D2
4B Bl 1F 22 66 82 FC 53 CC 91 CA 6A OA 14 30 67
27 6A 53 43 D1 E2 93 16 4B 21 00 12 89 47 C8 86
F9 21 44 95 51 08 A7 45 E6 17 85 73 75 9D 64 4E
}
: }
3613 401: [31 {
3617 397: SEQUENCE {
3621 14: SEQUENCE {
3623 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15) (2 5 29 15)
3628 1: BOOLEAN TRUE
3631 4: OCTET STRING, encapsulates ({
3633 2: BIT STRING 4 unused bits
: '1111'B
}
: }
3637 19: SEQUENCE {
3639 3: OBJECT IDENTIFIER
: extKeyUsage (2 5 29 37) (2 5 29 37)
3644 12: OCTET STRING, encapsulates {
3646 10: SEQUENCE {
3648 8: OBJECT IDENTIFIER
: iKEIntermediate (1 3 6 1 558 2 2) (136155282 2)
}
}
: }
3658 29: SEQUENCE {
3660 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14) (2 5 29 14)
3665 22: OCTET STRING, encapsulates {
3667 20: OCTET STRING
: 52 58 AD 0C 45 43 0D E5 F6 DE 39 7B 77 3B 3D F9
1D 69 FF 39
}
: }
3689 31: SEQUENCE {
3691 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35) (2 5 29 35)
3696 24 OCTET STRING, encapsulates {
3698 22: SEQUENCE {
3700 20: [0]
: C3 99 AC 2E F8 F6 FC FO 62 2C 8A 80 35 DF DA 63
28 17 EF ED
}
}
: }
3722 117: SEQUENCE {
3724 3: OBJECT IDENTIFIER
: cRLDistributionPoints (2 5 29 31) (2 5 29 31)
3729 110: OCTET STRING, encapsulates {
3731 108: SEQUENCE {
3733 106: SEQUENCE {
3735 104: [0] {
3737 102: [01 |
3739 48: [6]
: 'http://voenmeh-d0f286a/CertEnroll /Maxim%20UC.crl’
3789 50: [6]
: 'file://\\voenmeh-d0f286a\CertEnroll\Maxim%20UC.c"
Ver
}
}
}
}
}
: }
3841 174: SEQUENCE {

3844 8: OBJECT IDENTIFIER
: authorityInfoAccess (1 3 6 1 557 11) (136155711)
3854 161: OCTET STRING, encapsulates {



3857
3860
3862

3872

3938
3940

3950

4018
4020

4028

4095
4098
4100
4102

4113
4135
4137
4139
4144
4148
4150
4152
4157
4171
4173
4175
4180
4200
4202
4204
4209
4219
4221

4223

4228

4284
4286

158:
76:

64:

66:

65:

186:
35:
33:

20:

21:
19:

12:

27:
25:

18:

17:
15:

63:
6l:

54:

124:
122:

36

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
calssuers (1 3 6 1 55 7 48 2) (1 36 1 55 7 48 2)
[6]
'http://voenmeh-d0f286a/CertEnroll/voenmeh-d0£f286"
'a Maxim%20UC.crt'
}
SEQUENCE {
OBJECT IDENTIFIER
calssuers (1 3 6 1 55 7 48 2) (1 3 6 1 55 7 48 2)
[6]
'file://\\voenmeh-d0f286a\CertEnroll\voenmeh-d0f2"
'86a Maxim%20UC.crt'

SEQUENCE {
OBJECT IDENTIFIER
GOST R 34.11/34.10-2001 (1 2 643 2 2 3) (1 2 643 2 2 3)
}
BIT STRING
71 DB 23 67 25 9C C9 DO 86 2A C9 1D D9 9D AA C8
51 BC A9 2C BA F4 82 F3 F4 8E CF 0C 81 77 A7 2F
35 34 8A D8 9B B1 BO OA 18 50 A2 7E CF 8A 6D CB
5E 53 21 88 08 EC F3 CA 7A 36 02 8D A2 F1 F5 E4
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
emailAddress (1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)
IA5String 'fedotov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
localityName (2 5 4 7) (2 5 4 7)
BMPString '...>.A.:.2.0"'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10) (2 5 4 10)
BMPString '.$.0.:.B.>.@-.".!"'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11) (2 5 4 11)
BMPString '.".5.A.B'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3) (2 5 4 3)
BMPString
'.$.5.4.>.B.>.2 ...=.4.0.5.9 ...;.0.4.8.<.8.@.>.2"
'.8.G"'
}
}
}
[0] {
SEQUENCE {



4288
4290
4292

4303

4325
4327
4329

4334

4338
4340
4342

4347

4355
4357
4359

4364

4375
4377
4379

4384

4391
4393
4395

4400

4410

4422
4426
4430
4434
4436
4463

4467
4469
4475

4479

4483
4487
4490
4493
4495
4497
4500
4502

4508
4510
4519
4521

31 1)

15:
13:

18:
16:

14:
12:

17:
15:

10:

320:
316:
312:
31:
25:

259:
245:

89:
87:

30:

19:

SET {
SEQUENCE {
OBJECT IDENTIFIER

emailAddress (1 2 840 113549 1 9 1) (1 2 840 113549 1 9 1)

IAS5String 'mivanov@factor-ts.ru'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6) (2 5 4 6)
PrintableString 'RU'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
localityName (2 5 4 7) (2 5 4 7)
PrintableString 'Moscow'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10) (2 5 4 10)
PrintableString 'CryptoPro'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName (2 5 4 11) (2 5 4 11)
PrintableString 'Promo'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3) (2 5 4 3)
PrintableString 'Maxim UC'
}
}
}
}

INTEGER 61 4A 76 22 00 00 00 00 00 1D

26] |

SEQUENCE {

UTF8String 'New Generated Private Key'
BIT STRING 7 unused bits

'1'B (bit 0)
}

SEQUENCE {
OCTET STRING 00 00 00 03
BIT STRING 5 unused bits

'001'B (bit 0)

BIT STRING 5 unused bits

'111'B
}

(1] o
(2] {

INTEGER 2
SET {
[2] |
INTEGER 4
SEQUENCE {
OCTET STRING 00 00 00 04
}
SEQUENCE {
OBJECT IDENTIFIER 'l 2 643 2 2 13 1°'
SEQUENCE {
OBJECT IDENTIFIER

1id-Gost28147-89-CryptoPro-A-ParamSet (1 2 643 2 2 31 1)

(1 2 643 2 2

37



4530

4540
4542
4544

4578

4584
4587

4598
4600
4610
4612
4622

4631

4735
4737

4746
4749
4752
4755
4757
4799

4802
4804
4810

4814
4816
4818

4884
4886

4895
4899
4903
4907
4909
4926

42:
40:
32:

148:

31:

19:

102:

146:
143:
140:

79:
66:
64:

288:
284:
280:
21:
15:

17
D6
D4
26
BS
07
32

OCTET STRING 26 30 47 72 9C E3 74 6F

}
}

OCTET STRING,

SEQUENCE {
OBJECT IDENTIFIER

d

OBJECT IDENTIFIER

SEQUENCE {

OCTET
D6 B9 95 95
4E 3E 95 0B
OCTET

}
}

}
}

ata

STRING

encapsulates {

DD 7A D6 C3 E6 7D FC 52 19 6E C6 35
DE 23 C1 23 CB 76 61 98 E4 2E 75 19

STRING FD B5 BD 92

(1 2 840 113549 1 7 1)
SEQUENCE {

SEQUENCE {
OCTET STRING 64 59 E7 C7 14 DE OA E3
OBJECT IDENTIFIER

[0
FA
76
5D
9E
2B
3D
2C

}

}

id-Gost28147-89-CryptoPro-A-ParamSet

]
51
CF
11
CF
12
B2
62

6A
D1
A4
3E
74
41
83

SEQUENCE {
OBJECT IDENTIFIER
1d-GostR3410-2001-CryptoPro-B-ParamSet

I

SEQUENCE {
UTF8String
BIT STRING

}

SEQUENCE {
OCTET STRING 00 00 00 03

BIT STRING 1 unused bit
'0000001'B

[1
[

1E
CB
D4
41

}
I
0]

{

TE
18
8E
06

8B
F4

0c
Cc9
75
41
BE
B9
07

59
00
Cl
E6
45
B6

(1 2 840 113549 1 7 1)

'1 2 643 2 4 3 2 2"

F3
7D
20
02
4D
85

E8
Bl
DB
c4
E2
FE

72
90
9C
0B

OF

FO
77
73
B6
8C
D4

B
E4
A4
Cco
CF
TF

8D
6F
8A
CD

B

BE
68
93
05
FC
D2

(1

3D
10
3C
06
S5F
EO

(1

2 643 2 2 31 1)

Fl
27
EA
4K
57
EF

2 643 2 2 35 2)

'Public Key for New Generated Private Key'

(bit 0)

OCTET STRING

8B
3E
D5
5E
}

CE
24
8D
64

FD
89
6C
54

SEQUENCE {
OBJECT IDENTIFIER
1d-GostR3410-2001-CryptoPro-B-ParamSet

{
{
{

}

[7]
(0]
(1]

}
}
}
}

SEQUENCE {
UTF8String

e
3A
32
0B

95
DE
A2
E9

E8
91
64
23

4F
59
D3
02

11 E3 5A
99 EB 27
8A E6 CD
A7 F4 EA

'Top-secret Data'
BIT STRING 6 unused bits

14 A0 58 FD
5B A3 AF AF
07 54 0C 76
FA 65 CD F6

(1

5B
1D
7B
4B

2 643 2 2 35 2)

38

(1 2 643 2 2 31

(1 2 643 2 2 35

(1 2 643 2 2 35



4930
4932

4945
4948
4955
4958
4961
4963
4965
4968
4970

4976
4978
4987
4989

31 1)
4998

5008
5010
5012

5046

5052
5055

5066
5068
5078
5080
5090

5099

5187
5189
5191
5193
5195
5208

5212
5214

5227
5229
5237
5239

13:
11:

239:
229:

89:
87:

30:

19:

42:
40:
32:

132:

31:

19:

86:

107:
105:
103:
17:
11:

13:
11:

67:

57:
55:

[7
[

}
]
0
[

'11'B
}
SEQUENCE {
OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 4'
}
(1] f
OBJECT IDENTIFIER 'l 1 456 7890'
(2] f
INTEGER 2
SET {
(2] f
INTEGER 4
SEQUENCE {
OCTET STRING 00 00 00 04
}
SEQUENCE {
OBJECT IDENTIFIER 'l 2 643 2 2 13 1'
SEQUENCE {
OBJECT IDENTIFIER

1d-Gost28147-89-CryptoPro-A-ParamSet (1 2 643 2 2 31 1)

OCTET STRING 72 1F F5 35 95 22 EC C2
}
}
OCTET STRING, encapsulates {
SEQUENCE {
OCTET STRING
F2 D2 EE E6 12 44 64 20 97 1F 02 A7 D2 0C C5 D5
77 46 96 FO 3D F8 B5 62 3D A9 45 OA E6 DF 6D 64
OCTET STRING E2 0OA 7F 02
}
}
}
}
SEQUENCE {
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1) (1 2 840 113549
SEQUENCE {
OBJECT IDENTIFIER 'l 2 643 2 4 3 2 2"
SEQUENCE {
OCTET STRING 3F 90 96 7B F8 3F 30 1D
OBJECT IDENTIFIER
id-Gost28147-89-CryptoPro-A-ParamSet (1 2

15 9D C1 8F 62 07 70 DO 03 31 74 DF A7 02 5C D9
22 3C F2 97 AA D5 D4 F1 C5 E7 06 04 64 F9 73 2E
64 B4 5B C2 50 4A 52 64 BO AS FB 07 27 F5 37 58
EF 4D BO BD A3 69 Al A8 77 2C 15 25 8E 50 07 8F
EO CA 14 EF F6 3A Cl 16 19 76 C9 31 DB A3 37 6D
96 F6 8C 81 6B 68

{
1 {
1] {
SEQUENCE {
UTF8String 'Public Data'
BIT STRING 6 unused bits
'01'B (bit 0)
}
SEQUENCE {
OBJECT IDENTIFIER 'l 3 6 1 4 1 13312 503 1 4"
}
[11 |
OBJECT IDENTIFIER 'l 1 765 432 1"
[01 {
OCTET STRING

171

643 2 2 31 1)

'This is some open data. There's no need to encry'

'pt it..'
}
}

}

39

(1 2 643 2 2

(1 2 643 2 2 31



5296 76: [2] {
5298 25: SEQUENCE {

5300 9: OBJECT IDENTIFIER
: contentType (1 2 840 113549 1 9 3) (1 2 840 113549 1 9 3)
5311 12: SET {

5313 10: OBJECT IDENTIFIER
: pkcsl5content (1 2 840 113549 1 15 3 1) (1 2 840 113549 1 15 3 1)
}
: }
5325 47: SEQUENCE {

5327 9: OBJECT IDENTIFIER
: messageDigest (1 2 840 113549 1 9 4) (1 2 840 113549 1 9 4)
5338 34: SET {

5340 32: OCTET STRING
: 64 4E D1 DA ED D7 ED BB 0OA D8 1C 4E A8 03 4E 41
F9 04 A7 DO 02 15 23 3A 83 9C 7E EE BO BE 74 68
}
}
: }
5374 32: OCTET STRING
: FA FD 4D OE 63 7F 29 11 59 1D 5D 3F AF A6 0C C4
E7 F1 36 2E 93 59 E2 5C D5 68 E5 BO FA 5B 15 39
}

Ipornece hopmuposanus Software Token:

pl5 add cert:

pl5 add cert: Adding certificate 'Root Certificate of CA':

trusted: 1

ca: 1

certificate (701 bytes):

30 82 02 B9 30 82 02 68 AQ 03 02 01 02 02 10 07 |0...0..h........

48 BA C5 90 EA C5 9B 4C 4Fr OF E7 04 98 9C A8 30 |H...... LO...... 0]
08 06 06 2A 85 03 02 02 03 30 7A 31 23 30 21 06 |...*..... 0z1#0!. |
09 2A 86 48 86 F7 0D 01 09 01 16 14 6D 69 76 61 |.*.H........ miva |

6E 6F 76 40 66 61 63 74 6F 72 2D 74 73 2E 72 75 |nov@factor-ts.rul
31 0B 30 09 06 03 55 04 06 13 02 52 55 31 OF 30 [1.0...U0....RUL1.0]|

0D 06 03 55 04 07 13 06 4D 6F 73 63 6F 77 31 12 |...U....Moscowl.|
30 10 06 03 55 04 OA 13 09 43 72 79 70 74 6F 50 [0...U....CryptoP|
72 6F 31 OE 30 0C 06 03 55 04 0B 13 05 50 72 6F |rol.0...U....Pro]

6D 6F 31 11 30 OF 06 03 55 04 03 13 08 4D 61 78 |mol.0...U....Max]|
69 6D 20 55 43 30 1E 17 0D 31 32 30 33 32 31 31 |im UCO0...1203211}]
32 33 39 33 38 5A 17 0D 31 37 30 33 32 31 31 32 [239387..17032112]
34 36 31 32 5A 30 7A 31 23 30 21 06 09 2A 86 48 [4612Z0z1#0!..*.H|

86 F7 0D 01 09 01 16 14 6D 69 76 61 6E 6F 76 40 |[........ mivanov@ |
66 61 63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09 |factor-ts.rul.O.]
06 03 55 04 06 13 02 52 55 31 OF 30 0D 06 03 55 |..U....RU1.0...U]|
04 07 13 06 4D 6F 73 63 6F 77 31 12 30 10 06 03 |....Moscowl.O...|
55 04 0A 13 09 43 72 79 70 74 6F 50 72 6F 31 OE |U....CryptoProl.|
30 0OC 06 03 55 04 0B 13 05 50 72 6F 6D 6F 31 11 [0...U....Promol.|
30 OF 06 03 55 04 03 13 08 4D 61 78 69 6D 20 55 [0...U....Maxim U]
43 30 63 30 1C 06 06 2A 85 03 02 02 13 30 12 06 [COcO...*..... 0..]
07 2A 85 03 02 02 23 01 06 07 2A 85 03 02 02 1E |.*....#...%..... |

01 03 43 00 04 40 97 CB DD 42 DF 80 28 13 B2 99 | . = T (P
11 64 6B E1 38 12 02 1F 6E 83 5F B3 35 Bl 48 15 | .8...n. .5.H.|
EO0 43 CD 76 24 6D 8D 70 52 10 B8 61 47 40 CF E2 |.C.v$Sm.pR..aG@..|
31 4E 54 51 39 D5 CF 23 BB 24 47 59 27 2F D7 9D |INTQ9..#.$GY'/..|
[ = PP 0..0...1

\ \

\

\

F4 42 A8 C4 DD 9C A3 81 C7 30 81 C4 30 0B 06 03

55 1D OF 04 04 03 02 01 86 30 OF 06 03 55 1D 13 U.oovnnnn 0...0..
01 01 FF 04 05 30 03 01 01 FF 30 1D 06 03 55 1D |..... 0....0...0.
OE 04 16 04 14 C3 99 AC 2E F8 F6 FC FO 62 2C 8A |.......ovunn. b,.

80 35 DF DA 63 28 17 EF ED 30 73 06 03 55 1D 1F |[.5..c(...0s..U..|
04 6C 30 6A 30 68 A0 66 A0 64 86 30 68 74 74 70 |.10j0h.f.d.0http]
3A 2F 2F 76 6F 65 6E 6D 65 68 2D 64 30 66 32 38 |://voenmeh-d0£f28]|
36 61 2F 43 65 72 74 45 6E 72 6F 6C 6C 2F 4D 61 |6a/CertEnroll/Ma|
78 69 6D 25 32 30 55 43 2E 63 72 6C 86 30 66 69 [xim%20UC.crl.0fi]
6C 65 3A 2F 2F 5C 5C 76 6F 65 6E 6D 65 68 2D 64 |le://\\voenmeh-d|
30 66 32 38 36 61 5C 43 65 72 74 45 6E 72 6F 6C |0f286a\CertEnrol|
6C 5C 4D 61 78 69 6D 20 55 43 2E 63 72 6C 30 10 |1\Maxim UC.crlO.|



06 09 2B 06 01 04 01 82
30 08 06 06 2A 85 03 02
FC 28 6F 84 9C BA FA 24
46 74 C2 D4 9E B9 F8 1B
DA 76 A2 45 2F 05 99 F1
66 CB EB 59 39 32 F5 7B
pl5 add crl: Adding CRL

crl (690 bytes):

30 82 02 AE 30 82 02 5D
85 03 02 02 03 30 7A 31
86 F7 0D 01 09 01 16 14
66 61 63 74 6F 72 2D 74
06 03 55 04 06 13 02 52
04 07 13 06 4D 6F 73 63
55 04 0A 13 09 43 72 79
30 0C 06 03 55 04 0B 13
30 OF 06 03 55 04 03 13
43 17 0D 31 32 30 35 31
17 0D 31 32 30 35 32 32
81 81 30 29 02 OA 61 04
17 0D 31 32 30 35 30 32
0C 30 O0A 06 03 55 1D 15
0A 61 10 5F A6 00 00 00
35 30 32 31 31 33 38 32
55 1D 15 04 03 0A 01 05
00 00 00 00 00 11 17 OD
33 38 30 35 5A 30 0C 30
0A 01 05 A0 82 01 2E 30
1D 23 04 18 30 16 80 14
62 2C 8A 80 35 DF DA 63
2B 06 01 04 01 82 37 15
06 03 55 1D 14 04 03 02
01 04 01 82 37 15 04 04
32 30 39 32 30 30 36 5A
04 01 82 37 15 OE 04 81
81 B3 A0 81 BO 86 81 AD
43 4E 3D 4D 61 78 69 6D
3D 76 6F 65 6E 6D 65 68
2C 43 4E 3D 43 44 50 2C
63 25 32 30 4B 65 79 25
65 73 2C 43 4E 3D 53 65
43 3D 55 6E 61 76 61 69
66 69 67 44 4E 3F 63 65
65 52 65 76 6F 63 61 74
62 61 73 65 3F 6F 62 6A
3D 63 52 4C 44 69 73 74
50 6F 69 6E 74 30 08 06
41 00 70 B6 42 8A 9A E3
Bl 84 FB F8 23 E7 F2 CD
51 F4 88 A4 0C 37 C6 9D
7F 02 35 02 77 88 D2 A3
AB 57

37
02
ED
53
96
6A

'CRL

02
23
6D
73

6F
70
05
08

32
D6
31
04
00
30

31
0A
82
C3
28
01
01
0F
30
BC
6C
25
2D
43
32
72
6C
72
69
65
72

05
02
3C
04

15

A3
1C
B3
DO

from CA':

01
30
69
2E
31
77
74
50
4D

31
67
31
03
00
5A
29
32
06
01
99
17
04
05
17
81
30
64
32
64
4E
30
76
61
74
6F
63
69
2A
82
A3
4B
FD

01

AB
98
9F
e

01
21
76
72
0F
31
oF
72
61

33
00
34
0A
07
30
02
30
03
2A
AC
EF
03
30
0D
CA
81
61

30
3D
53
69
62
69
6E
74
62
85
9E
02
AB
67

04
41
D1
BA
2F
F8

30
06
61
75

12
50
6F
78
31
30
00
31
01
17
0c
0A
35
55
30
2E
ED
02
ie
31
06
B9
70
55
66
50
65
63
6C
66
4C
43
75

TF
92
0c
EC

03

44
AA
Fl
AD

08
09
)
31
0D
30
72
6D
69

30
00
32
05
0D
30
61
30
1D
1F
F8

01
06
32
09
30
3A
43
32
75
72
65
65
69
69
6C
74
02
5B
E8
3A
9B

02
C1l
97
95
71

06
2A
oF
0B

10
oF
6F
6D

36
00
37
30
31
0A
E9
32
15
06
Fo6
10
00
09
30
2B
81
2F
2C
38
62
76
73
43
63
73
61
69
02
97
53
Al
92

01
74
D4
DB
E5

06
86
76
30

06
31
31
20

5A
00
5A
29
32
06
42
31
04
03
FC

30
2B
35
06
B6
2F
43
36
6C
69
2C
6F
61
74
73
6F

Al
83
oc
BO

pl5_add private key: Adding key 'Private Key of
key usage:
key access:
key parameters
start date:

end date:
key

(little-endian) :

D8 DB F1l EE
DB A6 13 77

28 84 7D 4C
C8 68 7C CD

4C 0B D6
58 53 5E

Remasking private key 'Private Key

Unmasked key

D8 DB F1l EE
DB A6 13 77
Masked key
C5 F7 B3
26 95 DO
Mask 1:

8D 20 1F
10 8B 3C
Mask 2:

4B 4A FA
70 33 53

pl5_add_cert: Adding certificate

4F
B8

80
A6

OE
F5

(little-endian) :

28 84 7D 4C
C8 68 7C CD

ED A8 10 1D

54

ES
64

9A
CB

5D

92
1F

4A
5D

40

33
BB

0A
5E

62

96
81

83
Bl

4C
58

(little—-endian) :

07
co

41
FA

B4
18

0B
53

54
B9

B7
72

4F
19

D6
5E

AQ
EA

26
96

2E
3B

09
44

of

09
44

07
51

D4
F5

BD
A4

96
D4

34
24

Andrey

96
D4

CD
59

BS
84

05
88

34
24

A7
94

D5
A8

¥4
0B

DECRYPT SIGN UNWRAP NON_REPUDIATION
SENSITIVE EXTRACTABLE ALWAYSSENSITIVE
(1-5 - cproA,B,C,XchA,XchB) :
2012-05-18 11:03:00
2013-05-18 11:12:00

ie
E8

00
EO
E2
EB
12

2A
48
40
09
55
03
OE
11
55
5A
30
12
30
02
30
03
A9
31
03
55
FO
09
0A
06
32
01
AQ
2F
4E
61
69
63
44
6E
74
3F
73
6E
03
6A
8F
0B
83

| .V.E/...... /.q..|
[£..Y92.{5.1..

[0...0..]...0...7%]
[oenn 0z1#0!..*.H]|
[, mivanova@ |
| factor-ts.rul.0.|
|..U....RUL.0...0U|
|....Moscowl.O...|
|U....CryptoProl. |
|0...U....Promol. |
..U....Maxim U|
[C..120515091006Z]
|..12052221300670]
[..0)..a..g
|..12050211412770 |
[.0. ..Ut 0) .|
[.a._
1502113820Z0.0...]
[U oot 0)..a.B.|

. R
[P A 12052
1209200620....+..
[P A 0..0...1
[P ldap:///|
| CN=Maxim%20UC, CN|
|=voenmeh-d0f286a|
| , CN=CDP, CN=Publ1i |
|c%20Key%20Servic|
|es,CN=Services, D]
|C=UnavailableCon|
|figDN?certificat]
|eRevocationList?]|
|base?objectClass|
|=cRLDistribution|

Andrey Fedotov':

23
B3

[ oo (L }LL. ... 4. 4]
[...w.h|.XS"D.$..|

Fedotov':

ie
E8

57
19

26
3D

1B
81

23
B3

9F
3B

4A
B6

co
3D

[ oo (L }LL. ... 4. 4]
[...w.h|.XS"D.$..|

[KJ...J...0...... |
[p3S.. 1% ... =]

'Certificate of Andrey Fedotov':

41



trusted: 0

ca: 0

certificate (963 bytes):

30 82 03 BF 30 82 03 6E A0 03 02 01 02 02
4A 76 22 00 00 00 00 00 1D 30 08 06 06 2A
02 02 03 30 7A 31 23 30 21 06 09 2A 86 48
0D 01 09 01 16 14 6D 69 76 61 6E 6F 76 40
63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09
55 04 06 13 02 52 55 31 OF 30 OD 06 03 55
13 06 4D 6F 73 63 6F 77 31 12 30 10 06 03
0A 13 09 43 72 79 70 74 6F 50 72 6F 31 OE
06 03 55 04 OB 13 05 50 72 6F 6D 6F 31 11
06 03 55 04 03 13 08 4D 61 78 69 6D 20 55
1E 17 0D 31 32 30 35 31 38 31 31 30 33 30
17 0D 31 33 30 35 31 38 31 31 31 32 30 30
81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D
01 16 14 66 65 64 6F 74 6F 76 40 66 61 63
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55
13 02 52 55 31 15 30 13 06 03 55 04 07 1E
1C 04 3E 04 41 04 3A 04 32 04 30 31 1B 30
03 55 04 OA 1E 12 04 24 04 30 04 3A 04 42
04 40 00 2D 04 22 04 21 31 11 30 OF 06 03
0B 1E 08 04 22 04 35 04 41 04 42 31 3F 30
03 55 04 03 1E 36 04 24 04 35 04 34 04 3E
04 3E 04 32 00 20 04 10 04 3D 04 34 04 40
04 39 00 20 04 12 04 3B 04 30 04 34 04 38
04 38 04 40 04 3E 04 32 04 38 04 47 30 63
06 06 2A 85 03 02 02 13 30 12 06 07 2A 85
02 23 01 06 07 2A 85 03 02 02 1E 01 03 43
40 ED 92 03 66 00 10 11 B9 AC 32 68 28 56
D2 4B B1 1F 22 66 82 FC 53 CC 91 CA ©6A 0OA
67 27 6A 53 43 D1 E2 93 16 4B 21 00 12 89
86 F9 21 44 95 51 08 A7 45 E6 17 85 73 75
4F A3 82 01 91 30 82 01 8D 30 OE 06 03 55
01 01 FF 04 04 03 02 04 FO 30 13 06 03 55
04 0C 30 OA 06 08 2B 06 01 05 05 08 02 02
06 03 55 1D OE 04 16 04 14 52 58 AD 0C 45
E5 F6 DE 39 7B 77 3B 3D F9 1D 69 FF 39 30
03 55 1D 23 04 18 30 16 80 14 C3 99 AC 2E
FC FO 62 2C 8A 80 35 DF DA 63 28 17 EF ED
06 03 55 1D 1F 04 6E 30 6C 30 6A A0 68 A0
30 68 74 74 70 3A 2F 2F 76 6F 65 6E 6D 65
64 30 66 32 38 36 61 2F 43 65 72 74 45 6E
6C 6C 2F 4D 61 78 69 6D 25 32 30 55 43 2E
6C 86 32 66 69 6C 65 3A 2F 2F 5C 5C 76 6F
6D 65 68 2D 64 30 66 32 38 36 61 5C 43 65
45 6E 72 6F 6C 6C 5C 4D 61 78 69 6D 25 32
43 2E 63 72 6C 30 81 AE 06 08 2B 06 01 05
01 01 04 81 Al 30 81 9E 30 4C 06 08 2B 06
05 07 30 02 86 40 68 74 74 70 3A 2F 2F 76
6E 6D 65 68 2D 64 30 66 32 38 36 61 2F 43
74 45 6E 72 6F 6C 6C 2F 76 6F 65 6E 6D 65
64 30 66 32 38 36 61 5F 4D 61 78 69 6D 25
55 43 2E 63 72 74 30 4E 06 08 2B 06 01 05
30 02 86 42 66 69 6C 65 3A 2F 2F 5C 5C 76
6E 6D 65 68 2D 64 30 66 32 38 36 61 5C 43
74 45 6E 72 6F 6C 6C 5C 76 6F 65 6E 6D 65
64 30 66 32 38 36 61 5F 4D 61 78 69 6D 25
55 43 2E 63 72 74 30 08 06 06 2A 85 03 02
03 41 00 71 DB 23 67 25 9C C9 DO 86 2A C9
9D AA C8 51 BC A9 2C BA F4 82 F3 F4 8E CF
77 A7 2F 35 34 8A D8 9B Bl BO OA 18 50 A2
8A 6D CB 5E 53 21 88 08 EC F3 CA 7A 36 02
Fl F5 E4

0A
85
86
66
06
04
55
30
30
43

5A
01
74
04
oc
19
04
55
3D
04
04
04
30
03
00
76
14
47
9D
1D
1D
30
43
1F
F8
30
66
68
72
63
65
72
30
05
01
oF
65
68
32
05
6F
65
68
32
02
1D
0c
TE
8D

61
03
F7
61
03
07
04
0c
0F
30
5A
30
09
oF
06
04
06
3E
04
06
42
35
3C
1c
02
04
95

c8
64
0F
25
1D
0D
06
Fo6
75
86
2D
6F
72
6E
74
55
07
05
65
72
2D
30
07
65
72
2D
30
03
D9
81
CF
A2

[Jv"...o.. O...*. .|
...0z14#0! . % H. .|
...... mivanov@fa |

|ctor-ts.rul.0...|
|U....RUL1.0...U..

|
.Moscowl.0...U.|
..CryptoProl.0. |
.U....Promol.0. |
.U....Maxim UCO |
..120518110300Z |
.130518111200z0|
J1#0 L K LHL L. |

-ts.rul.0...U..|

U..... $.0.:.B.>|
@

u.
0...0...0..
......... 0...U0.%
0 oo 0
U.ooon. RX..EC
L9{w;=..1.90
U.#..0.0oennn. |

.b,..5..c(...0u|

..U...n010j.h.£.]

|Ohttp://voenmeh- |
|d0f286a/CertEnro|
|11/Maxim%20UC.cr|
|1.2file://\\voen|
|meh-d0f286a\Cert|

|Enroll\Maxim%20U |
[C.crlO....+..... |
..... 0..0L..+...]

..0..Q@http://voe|

|nmeh-d0f286a/Cer|
|tEnroll/voenmeh- |
|d0f286a Maxim%20 |
|UC.crtON. .+..... |
|0..Bfile://\\voe|
|nmeh-d0f286a\Cer|
|tEnroll\voenmeh- |
|d0f286a Maxim%20 |
|UC.crtO...*..... |

ALga#gS. L KoL
Oy |
lw./54....... P.~
m."S!..... z6

pl5 add private key: Adding key 'New Generated Private Key':

key usage: SIGN

key access: SENSITIVE EXTRACTABLE ALWAYSSENSITIVE

key parameters (1-5 - cproA,B,C,XchA,XchB): 2
start date: absent

end date: absent

key (little-endian):

71 C6 2A 26 C9 CC 94 BE 89 BE 5F 12 18 FO
BF 20 50 C1 68 70 70 3B 6F EC 56 A7 9B FO

Remasking private key 'New Generated Private
Unmasked key (little-endian):

71 C6 2A 26 C9 CC 94 BE 89 BE 5F 12 18 FO
BF 20 50 C1 68 70 70 3B 6F EC 56 A7 9B FO

o
=2
el
o
[e)
<
[a]

lae]
=2
el
o
[©)
<
[a]
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Masked key (little-endian):

09 31 E6 3C BD 14 OA F3 29 65 47 A6 93 2A 01 AC |.l1.<....)eG..*..|
32 7B B3 01 6D ED 53 77 CB 1C 3B 5F 02 FD CE 12 [2{..m.Sw..; ....|
Mask 1:

B7 6D E5 26 5C 83 3F 86 AC BD BE D5 AE Cl F1 92 |.m.&\.2...0c..n. |

DD 63 D8 78 B8 0D 6A D9 97 2D 4B 2C 20 E7 72 2E |.c.x..3..-K, .r.|
Mask 2:

ED 67 60 4F 56 32 EF 45 7F 4F 91 80 45 4A DF 7F |.g OV2.E.O..EJ..|
FB 4C B9 16 21 7C F2 EF BB 1A 73 09 78 BO 9B BA |.L..!|....s.x...]|

pl5 add public_key: Adding key 'Public Key for New Generated Private Key'
key usage: VERIFY

key parameters (1-5 - cproA,B,C,XchA,XchB): 2
start date: absent

end date: absent

key (little-endian):

1E 8B CE FD 7C 95 E8 4F 11 E3 5A 14 A0 58 FD 5B |

CB 3E 24 89 3A DE 91 59 99 EB 27 5B A3 AF AF 1D |. HI 4% ..
D4 D5 8D 6C 32 A2 64 D3 8A E6 CD 07 54 0C 76 7B |...12.d..... T.v{]|
41 5E 64 54 0B E9 23 02 A7 F4 EA FA 65 CD F6 4B |

pl5 add oiddo: Adding abstract data object 'Top-secret Data':

oid: 1.1.456.7890

to_encrypt: 1

data (80 bytes):

54 68 69 73 20 69 73 20 73 6F 6D 65 20 63 6F 6E |This is some con|
66 69 64 65 ©6E 74 69 61 6C 20 61 62 73 74 72 61 |fidential abstral
63 74 20 64 61 74 61 2E 20 49 74 20 77 69 6C 6C |ct data. It will]
20 62 65 20 65 6E 63 72 79 70 74 65 64 20 69 6E | be encrypted in|
20 74 68 65 20 63 6F 6E 74 61 69 6E 65 72 2E 00 | the container..|

pl5 add oiddo: Adding abstract data object 'Public Data':

oid: 1.1.765.432.1

to_encrypt: 0

data (55 bytes):

54 68 69 73 20 69 73 20 73 6F 6D 65 20 6F 70 65 |This is some ope|
6E 20 64 61 74 61 2E 20 54 68 65 72 65 27 73 20 |n data. There's |
6E 6F 20 6E 65 65 64 20 74 6F 20 65 6E 63 72 79 |no need to encry]|
70 74 20 69 74 2E 00 lpt it..

pl5 get pwkey: Generating the password key from the password using PBKDF2.
Input password:

31 32 33 [123 |
Iteration count: 2000

Salt:

F4 53 80 45 BO 2F C8 C6 DE AA 01 ED A5 16 21 DD |.S.E./...c.... [
Bl 65 FB 1F 53 AB C9 4C 1D 64 B3 BD 3F D9 D8 0C J.e..S..L.d..?2...|
Generated password key:

23 75 43 93 A8 7F 82 88 38 EE OF D9 17 2D 8C AC [#uC..... 8. .=

57 EO 66 4F 95 3B 3C 3F 70 EA 72 93 00 OA 8D 88 |W.fO.;<?p.r..... |

Making KEKRecipientInfo for AuthenticatedData:
kekri.kekid.keyIdentifier:

00 00 00 04 [
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1

kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD):
kekri.keyEncryptionAlgorithm.parameters.ukm:

74 BA EE A0 BE CB 77 5E [t.o.... wh

Key wrap:

Pw key:

23 75 43 93 A8 7F 82 88 38 EE OF D9 17 2D 8C AC [#uC..... 8. .~

57 EO 66 4F 95 3B 3C 3F 70 EA 72 93 00 OA 8D 88 |W.fO.;<?p.r.....
Session key:

D9 89 7F 8D E7 98 F6 9A 45 85 8B 89 76 62 50 7C  |........ E...vbP]||
C5 63 3F A4 F5 0C F5 A0 49 68 9B 63 1F F3 61 09 |.c?..... Ih.c..a.|
Wrapped key:

5E B1 D1 B6 42 1A 02 DE OB C6 FC 8C 3E 8D 81 0D ["...B....... >
DF 8D 44 08 5D 54 EF 7E A2 77 6E 19 DA 3E 78 Al |..D.]T.~.wn..>x.|
MAC of key:

39 93 A8 0D [9... |

kekri.encryptedKey content:

30 28 04 20 5E B1 D1 B6 42 1A 02 DE OB C6 FC 8C |O(. "...B....... |
38 8D 81 0D DF 8D 44 08 5D 54 EF 7 A2 77 6E 19 [>00... D.]T.~.wn.|
DA 3E 78 A1 04 04 39 93 A8 0D [.>x...9...

AuthenticatedData.macAlgorithm.algorithm: 1.2.643.2.2.10
AuthenticatedData.digestAlgorithm.algorithm: 1.2.643.2.2.9
AuthenticatedData.encapContentInfo.eContentType: 1.2.840.113549.1.15.3.1
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Making PKCS15Token:

token.keyManagementInfo.keyId:

00 00 00 04 [P
token.keyManagementInfo.keyInfo.passwordInfo.algId.algorithm: 1.2.840.113549.1.5.12
Making token.keyManagementInfo.keyInfo.passwordInfo.algld.parameters (PBKDF2-params) :
par.salt.specified:

F4 53 80 45 BO 2F C8 C6 DE AA 01 ED A5 16 21 DD |.S.E./...u.... [
Bl 65 FB 1F 53 AB C9 4C 1D 64 B3 BD 3F D9 D8 0C |.e..S..L.d..?...|
par.iterationCount:

07 DO | ..

par.keyLength: 32

par.prf.algorithm: 1.2.643.2.2.10
token.keyManagementInfo.keyInfo.passwordInfo.alglId.parameters (encoded) :
30 33 04 20 F4 53 80 45 BO 2F C8 C6 DE AA 01 ED ]03. .S.E./......

A5 16 21 DD Bl 65 FB 1F 53 AB C9 4C 1D 64 B3 BD |..!..e..S..L.d..|
3F D9 D8 OC 02 02 07 DO 02 01 20 30 08 06 06 2A [?......... 0...%]
85 03 02 02 OA [P

Making token.pkcsl50bjects:

Making Factor-TS version DataObject:

Setting DataType.oidDO choice.
01dDO.commonObjectAttributes.label:

46 61 63 74 6F 72 2D 54 53 20 76 65 72 73 69 6F |Factor-TS versiol|
6E In
01dDO.commonObjectAttributes.flags: 0x00, size=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.3
01dDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.3

Choosing 0idDO.typeAttributes.value.direct choice.
FactorTSVersion.majorVersion: 2

FactorTSVersion.minorVersion: 0

Encoded 0idDO.typeAttributes.value.direct:

30 06 02 01 02 80 01 00 [0

Making RandomInitValue DataObject:

Choosing DataType.oidDO choice.

01dDO.commonObjectAttributes.label:

52 61 6E 64 6F 6D 20 49 6E 69 74 20 56 61 6C 75 |Random Init Valu|
65 le
01dDO.commonObjectAttributes.flags: 0xCO, len=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.1

01dDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.1

Choosing 0idDO.typeAttributes.value.direct-protected.

Making RandomInitValue:

RandomInitValue.randomInit:

4E C9 BA B5 2E 01 4A A0 EE DF FO 96 80 14 53 6A IN ... Jeeeoon. Sl
8E F4 1B CB 76 F4 D3 E3 98 A6 AB 68 37 97 9C A8 |....V...... h7...]
8C 80 B6 55 BS5 A7 F2 9F 29 29 8C 49 6D 80 04 E6 |...U....)).Im...|
6F F7 A3 E4 A0 AA E2 F7 DD F1 A2 27 C9 6B C9 00 JO..uvunvunnn k..
RandomInitValue.moreRandom:

4F E7 0B 85 60 9C Al 78 F5 FE 73 B6 B2 AC 0D [O .. oo xeeseee. |
Encoded RandomInitValue:

30 53 04 40 4E C9 BA B5 2E 01 4A A0 EE DF FO 96 |0S.@N..... Jevenn |
80 14 53 6A 8E F4 1B CB 76 F4 D3 E3 98 A6 AB 68 [..Sj....V...... h
37 97 9C A8 8C 80 B6 55 B5 A7 F2 9F 29 29 8C 49 [7...... U....)).I|
6D 80 04 E6 6F F7 A3 E4 A0 AA E2 F7 DD F1 A2 27 |m...0c.vuvnnen.. !
C9 6B C9 00 04 OF 4F E7 OB 85 60 9C Al 78 F5 FE |.k....0... ..x..|
73 B6 B2 AC 0D I's.

Making EnvelopedData of RandomInitValue:

pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):

kekri.kekid.keyIdentifier:

00 00 00 04 [oo..
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD):
kekri.keyEncryptionAlgorithm.parameters.ukm:

74 70 70 52 12 2A 80 50 | tppR.*.P

Key wrap:

Pw key:

23 75 43 93 A8 7F 82 88 38 EE OF D9 17 2D 8C AC [#uC..... 8....—..|

57 EO 66 4F 95
Session key:
09 31 3B 2A o6l
3B 7E DE 09 37
Wrapped key:

3B 3C 3F 70

B3 46 F5 DE
66 29 FE 09

EA 72 93 00 OA 8D 88 |W.fO0.;<?p.r

D8 52 5D 1A C9 F2 31 |.l;*a.F...R

35 83 1E 2F 8B 4D 63 [;~..7f)..5..

5D 7F 85 OF 18 OA 20 A5 FA 27 BC D4 13 77 39 AF []..... Lot eoaw9L
A3 51 DB E7 3C B3 88 80 BB BE B8 41 5B 42 46 28 [.Q..<...... A[BF (|
MAC of key:

5A 69 79 CD |Ziy |



kekri.encryptedKey content:

30 28 04 20 5D 7F 85 OF 18 OA 20 A5 FA 27 BC D4 [0(. J..... ! |
13 77 39 AF A3 51 DB E7 3C B3 88 80 BB BE B8 41 |.w9..Q..<...... Al
5B 42 46 28 04 04 5A 69 79 CD | [BF(..Ziy

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2
Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters):

par.iv

DD 8E C8 00 OF CA 11 88 oo,
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 DD 8E C8 00 OF CA 11 88 06 07 2A 85 |O....cvuinn.n. o

03 02 02 1F O1 [P

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header) :

93 9B 98 38 70 4A 73 DD A0 AE AF 87 4C 4A 00 AD |...8pJs..... LJ..

\
62 B8 21 AA 5C 89 C2 FF 92 1C 5C 43 40 54 BC B6 |b.!.\..... \C@T. .|
AA 28 D3 14 8B E9 6F 62 F2 06 37 69 25 2C 5D 09 |.(....o0b..7i%,].]|
C9 26 44 14 23 51 85 DD 99 06 95 02 8E OB 98 BE |.&D.#Q..........
F5 46 55 CF 63 D8 E5 48 7D 63 25 75 2B F4 B1 93 |.FU.c..H}c%u+t |
E6 3E 22 AA DB DC 46 03 91 [.>". L F

Adding token.pkcsl50bjects.trustedCertificates element:

Making object for certificate 'Root Certificate of CA':

Choosing CertificateType.x509Certificate choice.
x509.commonObjectAttributes.label:

52 6F 6F 74 20 43 65 72 74 69 66 69 63 61 74 65 |Root Certificate|
20 6F 66 20 43 41 | of CA
x509.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
x509.classAttributes.iD:

00 00 00 O1 [
x509.classAttributes.authority: true

Choosing x509.typeAttributes.value.direct choice.

Certificate (701 bytes):

30 82 02 B9 30 82 02 68 A0 03 02 01 02 02 10 07 ]0...0..h........

48 BA C5 90 EA C5 9B 4C 4F OF E7 04 98 9C A8 30 |H...... LO...... 0]
08 06 06 2A 85 03 02 02 03 30 7A 31 23 30 21 06 |...*..... 0z1#0!.|
09 2A 86 48 86 F7 0D 01 09 01 16 14 6D 69 76 61 |.*.H........ miva |

6E 6F 76 40 66 61 63 74 o6F 72 2D 74 73 2E 72 75 |nov@factor-ts.ru|
31 0B 30 09 06 03 55 04 06 13 02 52 55 31 OF 30 [1.0...U0....RU1.0]|
0D 06 03 55 04 07 13 06 4D 6F 73 63 6F 77 31 12 |...U....Moscowl.|
30 10 06 03 55 04 OA 13 09 43 72 79 70 74 6F 50 |0...U....CryptoP|
72 6F 31 OE 30 0C 06 03 55 04 0B 13 05 50 72 6F |rol.0...U....Pro|
6D 6F 31 11 30 OF 06 03 55 04 03 13 08 4D 61 78 |mol.0...U....Max]|
69 6D 20 55 43 30 1E 17 0D 31 32 30 33 32 31 31 |im UCO0...1203211|
32 33 39 33 38 5A 17 0D 31 37 30 33 32 31 31 32 ]239387..17032112]
34 36 31 32 5A 30 7A 31 23 30 21 06 09 2A 86 48 [4612z0z1#0!..*.H]|

86 F7 0D 01 09 01 16 14 6D 69 76 61 ©6E 6F 76 40 |[........ mivanov@ |
66 61 63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09 |factor-ts.rul.O.|
06 03 55 04 06 13 02 52 55 31 OF 30 OD 06 03 55 |[..U....RU1.0...U]|
04 07 13 06 4D 6F 73 63 6F 77 31 12 30 10 06 03 |....Moscowl.O...|

55 04 0A 13 09 43 72 79 70 74 6F 50 72 6F 31 OE |U....CryptoProl.|
30 0OC 06 03 55 04 0B 13 05 50 72 6F 6D 6F 31 11 [0...U....Promol.|
30 OF 06 03 55 04 03 13 08 4D 61 78 69 6D 20 55 [0...U....Maxim U]

43 30 63 30 1C 06 06 2A 85 03 02 02 13 30 12 06 |COcO...*..... 0..]
07 2A 85 03 02 02 23 01 06 07 2A 85 03 02 02 1E |.*....#...%..... |
01 03 43 00 04 40 97 CB DD 42 DF 80 28 13 B2 99 |[..C..Q...B..(...]|
11 64 6B E1 38 12 02 1F ©6E 83 5F B3 35 Bl 48 15 |.dk.8...n. .5.H.|
EO 43 CD 76 24 6D 8D 70 52 10 B8 61 47 40 CF E2 |.C.vSm.pR..aG@..|
31 4E 54 51 39 D5 CF 23 BB 24 47 59 27 2F D7 9D |1INTQ9..#.8GY'/..|
F4 42 A8 C4 DD 9C A3 81 C7 30 81 C4 30 0B 06 03 [|.B....... 0..0...1
55 1D OF 04 04 03 02 01 86 30 OF 06 03 55 1D 13 |U........ 0...0..
01 01 FFr 04 05 30 03 01 01 FF 30 1D 06 03 55 1D |..... 0....0...0.]
OE 04 16 04 14 C3 99 AC 2E F8 F6 FC FO 62 2C 8A |...uiiuiunennnn b, .|
80 35 DF DA 63 28 17 EF ED 30 73 06 03 55 1D 1F |.5..c(...0s..U..|
04 6C 30 6A 30 68 A0 66 A0 64 86 30 68 74 74 70 |.10j0h.f.d.0http]

3A 2F 2F 76 6F 65 6E 6D 65 68 2D 64 30 66 32 38 |://voenmeh-d0f28]|
36 61 2F 43 65 72 74 45 6E 72 6F 6C 6C 2F 4D 61 |6a/CertEnroll/Ma|
78 69 6D 25 32 30 55 43 2E 63 72 6C 86 30 66 69 |xim%20UC.crl.0fi]
6C 65 3A 2F 2F 5C 5C 76 ©6F 65 6E 6D 65 68 2D 64 |le://\\voenmeh-d|
30 66 32 38 36 61 5C 43 65 72 74 45 6E 72 6F 6C |0f286a\CertEnrol]|
6C 5C 4D 61 78 69 6D 20 55 43 2E 63 72 6C 30 10 |1\Maxim UC.crlO. |
06 09 2B 06 01 04 01 82 37 15 01 04 03 02 01 00 |..+..... T,
30 08 06 06 2A 85 03 02 02 03 03 41 00 Cl 74 EO |0...*...... A..t.|
FC 28 6F 84 9C BA FA 24 ED A3 AB D1 44 97 D4 E2 |.(0....$....D...]|



46 74 C2 D4 O9E B9 F8 1B 53 1C 98
DA 76 A2 45 2F 05 99 F1 96 B3 9F
66 CB EB 59 39 32 F5 7B 6A DO 7C
x509.typeAttributes.subject:

30 7A 31 23 30 21 06 09 2A 86 48
01 16 14 6D 69 76 61 6E 6F 76 40
72 2D 74 73 2E 72 75 31 0B 30 09
13 02 52 55 31 OF 30 0D 06 03 55
6F 73 63 6F 77 31 12 30 10 06 03
43 72 79 70 74 6F 50 72 6F 31 OE
04 0B 13 05 50 72 6F 6D 6F 31 11
04 03 13 08 4D 61 78 69 6D 20 55
x509.typeAttributes.issuer:

30 7A 31 23 30 21 06 09 2A 86 48
01 16 14 6D 69 76 61 6E 6F 76 40
72 2D 74 73 2E 72 75 31 0B 30 09
13 02 52 55 31 OF 30 0D 06 03 55
6F 73 63 6F 77 31 12 30 10 06 03
43 72 79 70 74 6F 50 72 6F 31 OE
04 0B 13 05 50 72 6F 6D 6F 31 11
04 03 13 08 4D 61 78 69 6D 20 55

Adding token.pkcsl50bjects.dataObjects

Making CRL object 'CRL from CA'
Choosing DataType.oidDO choice.
01dDO. commonObjectAttributes.label:
43 52 4C 20 66 72 6F 6D 20 43 41
01dDO.commonObjectAttributes.flags:

BA AA 95
2F F1 71
F8 AD
86 F7 0D
66 61 63
06 03 55
04 07 13
55 04 OA
30 0C 06
30 OF 06
43
86 F7 0D
66 61 63
06 03 55
04 07 13
55 04 OA
30 0C 06
30 OF 06
43

(CRL)

0x00,

0idDO.classAttributes.applicationOID:
01dDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.2
Choosing 0idDO.typeAttributes.value.direct choice.

Making CRLContainer structure:
CRLContainer.iD:

00 00 00 01

CRLContainer.issuer:

30 7A 31 23 30 21 06 09 2A 86 48
01 16 14 6D 69 76 61 6E 6F 76 40
72 2D 74 73 2E 72 75 31 0B 30 09
13 02 52 55 31 OF 30 0D 06 03 55
6F 73 63 6F 77 31 12 30 10 06 03
43 72 79 70 74 6F 50 72 6F 31 OE
04 OB 13 05 50 72 6F 6D 6F 31 11
04 03 13 08 4D 61 78 69 6D 20 55
CRLContainer.crl (690 bytes):

30 82 02 AE 30 82 02 5D 02 01 01
85 03 02 02 03 30 7A 31 23 30 21
86 F7 0D 01 09 01 16 14 6D 69 76
66 61 63 74 6F 72 2D 74 73 2E 72
06 03 55 04 06 13 02 52 55 31 OF
04 07 13 06 4D 6F 73 63 6F 77 31
55 04 0A 13 09 43 72 79 70 74 6F
30 0C 06 03 55 04 OB 13 05 50 72
30 OF 06 03 55 04 03 13 08 4D 61
43 17 0D 31 32 30 35 31 35 30 39
17 0D 31 32 30 35 32 32 32 31 33
81 81 30 29 02 0A 61 04 D6 67 00
17 0D 31 32 30 35 30 32 31 31 34
0C 30 0A 06 03 55 1D 15 04 03 0A
OA 61 10 5F A6 00 00 00 00 00 07
35 30 32 31 31 33 38 32 30 5A 30
55 1D 15 04 03 0A 01 05 30 29 02
00 00 00 00 00 11 17 OD 31 32 30
33 38 30 35 5A 30 0C 30 OA 06 03
0OA 01 05 A0 82 01 2E 30 82 01 2A
1D 23 04 18 30 16 80 14 C3 99 AC
62 2C 8A 80 35 DF DA 63 28 17 EF
2B 06 01 04 01 82 37 15 01 04 03
06 03 55 1D 14 04 03 02 01 05 30
01 04 01 82 37 15 04 04 OF 17 OD
32 30 39 32 30 30 36 5A 30 81 CA
04 01 82 37 15 OE 04 81 BC 30 81
81 B3 A0 81 BO 86 81 AD 6C 64 61
43 4E 3D 4D 61 78 69 6D 25 32 30
3D 76 6F 65 6E 6D 65 68 2D 64 30
2C 43 4E 3D 43 44 50 2C 43 4E 3D
63 25 32 30 4B 65 79 25 32 30 53
65 73 2C 43 4E 3D 53 65 72 76 69

86
66
06
04
55

30
43

30

61
75
30
12
50
6F
78
31
30
00
31
01
17
0c
0A
35
55
30
2E
ED
02
1c
31

B9
70

66
50
65
63

F7
61
03
07
04
oc
0F

08

[
31
0D
30
72
6D

30
30
00
32
05
0D
30
61
30
1D
1F
F8
30
01
06
32

30
3A
43
32
75
72
65

DB
E5

01
74
04
06
13
03
03

01
74
04
06
13

03

EB
12

09
6F
06
4D
09
55
55

09
6F
06
4D
09
55
55

[0z1#0!..*.H..... |
| ...mivanov@facto|
|r-ts.rul.0...U..|
|..RU1.0...U....M]|
Joscowl.O...U....|
|CryptoProl.0...U|
|....Promol.0...U]|
| ....Maxim UC |

[0z1#0!..*.H..... |
| ...mivanov@facto|
|r-ts.rul.0...U..|
|..RU1.0...U....M]|
Joscowl.O...U....|
|CryptoProl.0...U|
|....Promol.0...U]|
| ....Maxim UC |

element:

|CRL from CA

len=1, unused bits=6

0D
63
55
13
0A

06

06
2A
6F
0B
06
10
6F
6F
6D
30
36
00
37

31
0A
E9
32
15
06
Fo6
10
00
09
30
2B
81
2F
2C
38

76
73

01
74
04
06
13

03

06

76
30
03
06
31
31
20
36
5A
00
5A
29
32
06
42
31
04
03
FC
06
30
2B
35

B6
2F
43
36
6C
69
2C

09
6F
06
4D
09
55
55

2A
48
40
09
55
03
OE
11
55
5A
30
12
30
02
30
03
A9
31
03
55
FO
09
0A
06
32
01
AQ
2F
4E
61
69
63
44

1.3.6.1.4.1.13312.503.1.2

| ...mivanov@facto]
Jr-ts.rul.0...U..|
|..RU1.0...U....M]|
|oscowl.O0...U....|
|CryptoProl.0...U]
|....Promol.0...U]
| ....Maxim UC

[0...0..]...0...%]
[ o 0z1#0!..*.H]|
[ mivanov(@ |
| factor-ts.rul.0.|
|..U....RUL1.0...0|
|....Moscowl.O...]|
|U....CryptoProl. |
|0...U....Promol. |
[0...U....Maxim U|
|C..120515091006Z]
|..12052221300620]
[..0)..a..gceu... |
|..12050211412770 |
[.0... Ui 0) .1
(= 120

. R N
[P A 12052
1209200620....+..
[P A 0..0...1
[ ldap:///|
| CN=Maxim%20UC,CN|
|=voenmeh-d0f286a|
| ,CN=CDP, CN=Publi |
| c%20Key%20Servic|
|es,CN=Services, D]
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43 3D 55 6E 61 76 61 69 6C
66 69 67 44 4E 3F 63 65 72
65 52 65 76 6F 63 61 74 69
62 61 73 65 3F 6F 62 6A 65
3D 63 52 4C 44 69 73 74 72
50 6F 69 6E 74 30 08 06 06
41 00 70 B6 42 8A 9A E3 05
Bl 84 FB F8 23 E7 F2 CD 02
51 F4 88 A4 0C 37 Cé6 9D 3C
7F 02 35 02 77 88 D2 A3 04
AB 57

Encoded 0idDO.typeAttributes
30 82 03 36 04 04 00 00 00
30 21 06 09 2A 86 48 86 F7
69 76 61 6E 6F 76 40 66 61
2E 72 75 31 0B 30 09 06 03
31 OF 30 OD 06 03 55 04 07
77 31 12 30 10 06 03 55 04
74 6F 50 72 6F 31 OE 30 OC
50 72 6F 6D 6F 31 11 30 OF
4D 61 78 69 6D 20 55 43 30
02 01 01 30 08 06 06 2A 85
23 30 21 06 09 2A 86 48 86
6D 69 76 61 6E 6F 76 40 66
73 2E 72 75 31 0B 30 09 06
55 31 OF 30 0D 06 03 55 04
6F 77 31 12 30 10 06 03 55
70 74 6F 50 72 6F 31 OE 30
05 50 72 6F 6D 6F 31 11 30
08 4D 61 78 69 6D 20 55 43
35 30 39 31 30 30 36 5A 17
32 31 33 30 30 36 5A 30 81
D6 67 00 00 00 00 00 12 17
31 31 34 31 32 37 5A 30 OC
04 03 OA 01 05 30 29 02 0A
00 00 07 17 0D 31 32 30 35
30 5A 30 0C 30 OA 06 03 55
30 29 02 0A 61 E9 42 A9 00
31 32 30 35 30 32 31 31 33
0A 06 03 55 1D 15 04 03 0A
82 01 2A 30 1F 06 03 55 1D
C3 99 AC 2E F8 F6 FC FO 62
28 17 EF ED 30 10 06 09 2B
01 04 03 02 01 00 30 OA 06
01 05 30 1C 06 09 2B 06 01
OF 17 0D 31 32 30 35 32 32
30 81 CA 06 09 2B 06 01 04
BC 30 81 B9 30 81 B6 A0 81
6C 64 61 70 3A 2F 2F 2F 43
25 32 30 55 43 2C 43 4E 3D
2D 64 30 66 32 38 36 61 2C
43 4E 3D 50 75 62 6C 69 63
32 30 53 65 72 76 69 63 65
72 76 69 63 65 73 2C 44 43
6C 61 62 6C 65 43 6F 6E 66
72 74 69 66 69 63 61 74 65
69 6F 6E 4C 69 73 74 3F 62
65 63 74 43 6C 61 73 73 3D
72 69 62 75 74 69 6F 6E 50
06 2A 85 03 02 02 03 03 41
05 82 9E 7F 5B 97 Al 6A Bl
02 A3 02 92 E8 53 83 8F 51
3C 4B AB 0C 3A Al 0OC OB 7F
04 FD 67 EC 9B 92 BO 83 AB

61
74
6F
63
69
2A
82
A3
4B
FD

01
0D
63
55
13
0A

06
82
03
F7
61
03
07
04
0c
0F
17
0D
81
0D
30
61
30
1D

38
01
23
2C

03
04
30
01
B3
4B
76
43
25
73
3D

52
61
63
6F

84
F4
02
57

62

[
74
62
85
9E
02
AB
67

.value.

AQ
01
74
04
06
13

03
02
02
0D
63
55
13
0A
06
06
0D
31
30
31
0A
10
32
15

30
05
04
8A
01
55
01
39
82
AQ
3D
6F
4E
32
2C
55
67
65
73
52
69
70
FB
88
35

6C 65
66 69
4C 69
43  6C
75 74
03 02
7F 5B
92 E8
0C 3A
EC 9B
direct
7C 30
09 01
6F 72
06 13
4D  6F
09 43
55 04
55 04
AE 30
02 03
01 09
74  6F
04 06
06 4D
13 09
03 55
03 55
31 32
32 30
29 02
32 30
06 03
5F A6
31 31
04 03
00 00
35 5A
A0 82
18 30
80 35
04 01
1D 14
82 37
32 30
37 15
81 BO
4D 61
65 6E
3D 43
30 4B
43 4E
6E 61
44 4F
76  6F
65 3F
4C 44
6E 74
Bo 42
F8 23
A4 0OC
02 77

43 6F 6E |C=UnavailableCon]|
63 61 74 |figDN?certificat]
73 74 3F |eRevocationList?|
61 73 73 |base?objectClass]|
69 6F 6E |=cRLDistribution|
02 03 03 [PointO...*......
97 A1l 6A |A.p.B....... [..31
53 83 8F | I S
Al 0C 0B |Q....7..<K..:... |
92 BO 83 |..5.w..... [ |
W \
(CRLContainer) :
7A 31 23 |0..6....... [0z1#]
16 14 6D |O!..*.H........ m|
2D 74 73 Jivanov@factor-ts|
02 52 55 |.rul.0...U....RU|
73 63 6F |11.0...U....Mosco]|
72 79 70 |wl.0...U....Crypl
0B 13 05 [|toProl.O0...U....|
03 13 08 |Promol.0...U....|
82 02 5D [|Maxim UCO...0..]1|
30 7A 31 |...0.. . %00 0z1]
01 16 14 |#0!..*.H........
72 2D 74 |mivanov@factor-t|
13 02 52 |s.rul.0...U....R]
6F 73 63 |U1.0...U....Mosc|
43 7279 |owl.0...U....Cry]
04 0B 13 |[ptoProl.0...U...|
04 03 13 | .Promol.0...U...]|
30 35 31 |.Maxim UC..12051|
35 32 32 |5091006Z..120522]
OA 61 04 |213006z0..0)..a.]
35 30 32 |.g..eein.. 120502
55 1D 15 111412720.0...U.. |
00 00 00 [..... 0)..a. ....|
33 38 32 |..... 12050211382
0OA 01 05 0Z20.0...U0.......
11 17 0D [0)..a.Beveenn..
30 0C 30 112050211380520.0]
01 2E 30 | L 0
16 80 14 |..*0...U.#..0.
DF DA 63 |........ b,..5..cl
82 37 15 | ( O...+..... 7.
04 03 02 |...... 0...0..... |
15 04 04 |..0...+..... 7o
30 36 5A  |...120522092006%|
OE 04 81 |O....+..... 7o
86 81 AD [.0..0.....ou. |
78 69 6D |ldap:///CN=Maxim|
6D 65 68 %$20UC, CN=voenmeh |
44 50 2C |-d0f286a, CN=CDP, |
65 79 25 |CN=Public%20Key%|
3D 53 65 |20Services, CN=Se|
76 61 69 |rvices, DC=Unavai |
3F 63 65 |lableConfigDNZce]
63 61 74 |rtificateRevocat|
6F 62 6A |ionList?base?obi|
69 73 74 JectClass=cRLDist|
30 08 06 |ributionPointO..|
8A 9A E3 |.*...... A.p.B...|
E7 F2 CD | [T h..
37 C6 9D |..... S..Q....7..1
88 D2 A3 |<K..:..... S5.w...|
[P P W |

Adding token.pkcsl50bjects.privateKeys element:

pl5 mk prkey obj: Making private key 'Private Key of Andrey Fedotov' object:

Choosing PrivateKeyType.privateGostR3410 2001Key choice.
key.commonObjectAttributes.label:
50 72 69 76
6E 64 72 65

key.classAttributes.usage: len=2, unused bits=6:
|de
key.classAttributes.accessFlags:

61 74 65 20
79 20 46 65
key.commonObjectAttributes.flags:
key.classAttributes.iD:
00 00 00 02

4B 65 79 20
64 6F 74 6F

len=1, unused bits=3:

0x80,

6F 66 20 41

76

|Private Key of A]
|ndrey Fedotov |

len=1, unused bits=6

64 40

0xEO
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key.classAttributes.startDate:

32 30 31 32 30 35 31 38 31 31 30 33 30 30 5A 120120518110300Z |
key.classAttributes.endDate:
32 30 31 33 30 35 31 38 31 31 31 32 30 30 5A 1201305181112002 |

key.subClassAttributes.subjectName:
30 81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 [0..1#0!..*.H....|

09 01 16 14 66 65 64 6F 74 6F 76 40 66 61 63 74 |....fedotov@fact]
6F 72 2D 74 73 2E 72 75 31 OB 30 09 06 03 55 04 |or-ts.rul.0...U.|
06 13 02 52 55 31 15 30 13 06 03 55 04 07 1E 0OC |...RU1.0...U....|
04 1C 04 3 04 41 04 3A 04 32 04 30 31 1B 30 19 |...>.A.:.2.01.0.]
06 03 55 04 OA 1E 12 04 24 04 30 04 3A 04 42 04 |..U..... $.0.:.B.|
3E 04 40 00 2D 04 22 04 21 31 11 30 OF 06 03 55 [>.@.-.".!1.0...U]|
04 OB 1E 08 04 22 04 35 04 41 04 42 31 3F 30 3D |..... ".5.A.B1?0=|
06 03 55 04 03 1E 36 04 24 04 35 04 34 04 3E 04 |..U...6.5.5.4.>.]
42 04 3E 04 32 00 20 04 10 04 3D 04 34 04 40 04 |B.>.2. ...=.4.@.|
35 04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 15.9. ...;.0.4.8.]
3C 04 38 04 40 04 3E 04 32 04 38 04 47 [<.8.0@.>.2.8.G
Encoded GostPrivateKey (98 bytes):
04 60 C5 F7 B3 4F ED A8 10 1D 07 54 A0 07 CD A7 |. ...0..... T....|
57 9F 26 95 DO B8 54 5D 40 62 CO B9 EA 51 59 94 |W.&...T]@b...QY.|
19 3B 8D 20 1F 80 E5 92 33 96 41 B7 26 D4 B5D5 |.;. ....3.A.&...]|
26 4A 10 8B 3C A6 64 1F BB 81 FA 72 96 F5 84 A8 |&J..<.d....r....
3D B6 4B 4A FA OE 9A 4A OA 83 B4 4F 2E BD 05 F4 [=.KJ...J...0....]|
|

1B CO 70 33 53 F5 CB 5D 5E B1 18 19 3B A4 88 0B |..p3S..]1"...;...

81 3D l.=

Wrapping GostPrivateKey to EnvelopedData (key.typeAttributes.value.direct-protected:
pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 04 [
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

3F 3B F8 A1 0D 7F B6 83 [27 oot

Key wrap:

Pw key:

23 75 43 93 A8 7F 82 88 38 EE OF D9 17 2D 8C AC [#uC..... 8. .-

57 EO 66 4F 95 3B 3C 3F 70 EA 72 93 00 OA 8D 88 |W.fO.;<?p.r..... |
Session key:

81 DC A5 40 97 9C 2A 1D BO 55 FC 32 8F 5E ED 35 [|...Q@..*..U.2.7.5]
12 33 27 2D 0B 18 5C F7 BB 8E 1A 85 98 E0O CA 42 |.3'-..\........ B
Wrapped key:

10 A8 84 C3 2C 16 2F 2F 3E 46 97 D5 45 70 0D 6D |....,.//>F..Ep.m|
83 AE A3 CB 56 55 DO €3 75 16 C2 54 2C DA 21 56 [|....VU..u..T,.!V]
MAC of key:

37 08 3E 6D |7.>m
kekri.encryptedKey content:

30 28 04 20 10 A8 84 C3 2C 16 2F 2F 3E 46 97 D5 |0(. ....,.//>F..]|
45 70 0D 6D 83 AE A3 CB 56 55 DO C3 75 16 C2 54 |Ep.m....VU..u..T|
2C DA 21 56 04 04 37 08 3E 6D [, . 'V..7.>m

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2
Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters) :

par.iv

A3 32 60 BC E4 20 74 30 [.27.. t0
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 A3 32 60 BC E4 20 74 30 06 07 2A 85 |0....2 .. t0..*.|

03 02 02 1F 01 [eeenn

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header) :

F7 FO 41 FC C5 14 CB 6D 2A EF A2 5E D2 D3 17 15 |..A....m*.."....|
DB 96 9B 62 F6 50 20 82 2D 1A 1E AE CE 3F E4 6F |...b.P .-....2.0]|
41 96 66 68 44 9F B5 A2 98 8F BC AE 61 86 B9 FD |A.fhD....... a...|
DF F9 81 33 47 08 32 20 OF 7B 4E 18 A0 0OC DD 72 |...3G.2 .{N....r|
A9 D2 E8 1E BB 8A 41 0B 88 EB A8 87 6B 4E 3D 0D |[...... A..... kN=. |
46 B2 37 4A 65 00 6D 82 OA D5 52 F3 DA BB 4B 19 |F.7Je.m...R...K.|
09 5E DB 60 F8 CE [0

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.cryptoProParamSet (1-5 - cproA,B,C,XchA,XchB): 1

Adding token.pkcslS5Objects.certificates element:
Making object for certificate 'Certificate of Andrey Fedotov':

Choosing CertificateType.x509Certificate choice.
x509.commonObjectAttributes.label:



43 65 72 74
6E 64 72 65

00 00 00 02

Choosing x509.typeAttributes.
Certificate (963 bytes):

30 82 03 BF 30 82 03 6E A0
4A 76 22 00 00 00 00 00 1D
02 02 03 30 7A 31 23 30 21
0D 01 09 01 16 14 6D 69 76
63 74 6F 72 2D 74 73 2E 72
55 04 06 13 02 52 55 31 OF
13 06 4D 6F 73 63 6F 77 31
0A 13 09 43 72 79 70 74 6F
06 03 55 04 0B 13 05 50 72
06 03 55 04 03 13 08 4D 61
1E 17 0D 31 32 30 35 31 38
17 0D 31 33 30 35 31 38 31
81 BA 31 23 30 21 06 09 2A
01 16 14 66 65 64 6F 74 6F
72 2D 74 73 2E 72 75 31 OB
13 02 52 55 31 15 30 13 06
1C 04 3E 04 41 04 3A 04 32
03 55 04 OA 1E 12 04 24 04
04 40 00 2D 04 22 04 21 31
OB 1E 08 04 22 04 35 04 41
03 55 04 03 1E 36 04 24 04
04 3E 04 32 00 20 04 10 04
04 39 00 20 04 12 04 3B 04
04 38 04 40 04 3E 04 32 04
06 06 2A 85 03 02 02 13 30
02 23 01 06 07 2A 85 03 02
40 ED 92 03 66 00 10 11 B9
D2 4B B1 1F 22 66 82 FC 53
67 27 6A 53 43 D1 E2 93 16
86 F9 21 44 95 51 08 A7 45
4F A3 82 01 91 30 82 01 8D
01 01 FF 04 04 03 02 04 FO
04 0C 30 OA 06 08 2B 06 01
06 03 55 1D OE 04 16 04 14
E5 F6 DE 39 7B 77 3B 3D F9
03 55 1D 23 04 18 30 16 80
FC FO 62 2C 8A 80 35 DF DA
06 03 55 1D 1F 04 6E 30 6C
30 68 74 74 70 3A 2F 2F 76
64 30 66 32 38 36 61 2F 43
6C 6C 2F 4D 61 78 69 6D 25
6C 86 32 66 69 6C 65 3A 2F
6D 65 68 2D 64 30 66 32 38
45 6E 72 6F 6C 6C 5C 4D 61
43 2E 63 72 6C 30 81 AE 06
01 01 04 81 Al 30 81 98 30
05 07 30 02 86 40 68 74 74
6E 6D 65 68 2D 64 30 66 32
74 45 6E 72 6F 6C 6C 2F 76
64 30 66 32 38 36 61 5F 4D
55 43 2E 63 72 74 30 4E 06
30 02 86 42 66 69 6C 65 3A
6E 6D 65 68 2D 64 30 66 32
74 45 6E 72 6F 6C 6C 5C 76
64 30 66 32 38 36 61 5F 4D
55 43 2E 63 72 74 30 08 06
03 41 00 71 DB 23 67 25 9C
9D AA C8 51 BC A9 2C BA F4
77 A7 2F 35 34 8A D8 9B Bl
8A 6D CB 5E 53 21 88 08 EC
F1 F5 E4
x509.typeAttributes.subject:
30 81 BA 31 23 30 21 06 09
09 01 16 14 66 65 64 6F 74
6F 72 2D 74 73 2E 72 75 31
06 13 02 52 55 31 15 30 13
04 1C 04 3E 04 41 04 3A 04
06 03 55 04 OA 1E 12 04 24
3E 04 40 00 2D 04 22 04 21
04 OB 1E 08 04 22 04 35 04
06 03 55 04 03 1E 36 04 24
42 04 3E 04 32 00 20 04 10

69 66 69 63
79 20 46 65
x509.commonObjectAttributes.flags:
x509.classAttributes.iD:

61 74 65
64 6F 74

value.

03
30
06
61
75
30
12
50
oF
78
31
31
86
76
30
03
04
30
11
04
35
3D
30
38
12
02
AC
cc
4B
E6
30
30
05
52
1D
14
63
30
6F
65
32
2F
36
78
08
4C
70
38
6F
61
08
2F
38
6F
61
06
Cc9
82
BO
F3

2A
6F
0B
06
32
04
31
41
04
04

02
08
09
[
31
0D
30
72
6D
69
31
31
48
40
09
55
30
04
30
42
04
04
04
04
06
1E
32
91
21
17
OE
13
05
58
69
C3
28
6A
65
72
30
5C
61
69
2B
06
3A
36
65
78
2B
2F
36
65
78
2A
DO
F3
0A
CA

86
76

03
04

11
04
35
3D

20 6F 66 20 41
6F 76

0x00,

direct choice.
01 02 02 0A 61
06 06 2A 85 03
2A 86 48 86 F7
6F 76 40 66 61
0B 30 09 06 03
06 03 55 04 07
10 06 03 55 04
6F 31 OE 30 0OC
6F 31 11 30 OF
6D 20 55 43 30
30 33 30 30 5A
32 30 30 5A 30
86 F7 0D 01 09
66 61 63 74 6F
06 03 55 04 06
04 07 1B 0C 04
31 1B 30 19 06
32 04 42 04 3E
0OF 06 03 55 04
31 3F 30 3D 06
34 04 3E 04 42
34 04 40 04 35
34 04 38 04 3C
47 30 63 30 1C
07 2A 85 03 02
01 03 43 00 04
68 28 56 76 95
CA 6A 0A 14 30
00 12 89 47 C8
85 73 75 9D 64
06 03 55 1D OF
06 03 55 1D 25
08 02 02 30 1D
AD 0C 45 43 0D
FF 39 30 1F 06
99 AC 2E F8 F6
17 EF ED 30 75
A0 68 A0 66 86
6E 6D 65 68 2D
74 45 6E 72 6F
55 43 2E 63 72
5C 76 6F 65 6E
5C 43 65 72 74
6D 25 32 30 55
06 01 05 05 07
08 2B 06 01 05
2F 2F 76 6F 65
61 2F 43 65 72
6E 6D 65 68 2D
69 6D 25 32 30
06 01 05 05 07
5C 5C 76 6F 65
61 5C 43 65 72
6E 6D 65 68 2D
69 6D 25 32 30
85 03 02 02 03
86 2A C9 1D D9
F4 8E CF 0C 81
18 50 A2 7E CF
7A 36 02 8D A2
48 86 F7 0D 01
40 66 61 63 74
09 06 03 55 04
55 04 07 1E OC
30 31 1B 30 19
04 3A 04 42 04
30 OF 06 03 55
42 31 3F 30 3D
04 34 04 3E 04
04 34 04 40 04

|Certificate of A]
|ndrey Fedotov |

len=1, unused bits=6

|0 O TP o I al
[Jv"...oo.. O...*%. .|
[...0z1#0!..*.H..|
[P mivanov@fa|

|ctor-ts.rul.0...|
|U....RUL1.0...U.
|..Moscowl.0...U
..CryptoProl.0. |
.U....Promol.0. |
.U....Maxim UCO |
..1205181103007Z |
.13051811120020 |
LLI#0N LU UHL L |
...fedotov@facto]
r-ts.rul.0...U..|

[}
£3

© o | u

...su

IN 0...0...U0
[P 0...U0.%
o0t 0

| U.ooo.. RX..EC

| eo.9{w;=..1.90

[ UAH#..0ceee. |
|..b,..5..c(...0u]

|..U...n010j.h.£.|
|Ohttp://voenmeh- |
|d0f286a/CertEnro|
|11/Maxim%20UC.cr|
|1.2file://\\voen|
|meh-d0f286a\Cert |

|Enroll\Maxim%20U |
|[C.crlO....+..... |
[ PSP 0..0L..+...]

|..0..@http://voe|
|nmeh-d0f286a/Cer|
|tEnroll/voenmeh- |
|d0f286a Maxim%20 |
|UC.crtON. .+..... |
|0..Bfile://\\voe|
|nmeh-d0f286a\Cer|
|tEnroll\voenmeh- |
|d0f286a Maxim%20 |
|[UC.crt0...*.....
| A g.#g%....% ...

[0..140!..* . H....|
|....fedotovlfact]
lor-ts.rul.0...U.|
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35 04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 [5.9. ;.0.4.8.|
3C 04 38 04 40 04 3E 04 32 04 38 04 47 [<.8.@.>.2.8.G
x509.typeAttributes.issuer:

30 7A 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 |0z1#0!..*.H..... |
01 16 14 6D 69 76 61 6E 6F 76 40 66 61 63 74 6F |...mivanov@facto]|
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 |r-ts.rul.0...U..|
13 02 52 55 31 OF 30 0D 06 03 55 04 07 13 06 4D |..RU1.0...U....M|

6F 73 63 6F 77 31 12 30 10 06 03 55 04 OA 13 09 |oscowl.O0...U....]|
43 72 79 70 74 6F 50 72 6F 31 OE 30 0C 06 03 55 |[CryptoProl.0...U]|
04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U]|
04 03 13 08 4D 61 78 69 6D 20 55 43 | ....Maxim UC

Adding token.pkcsl50bjects.privateKeys element:

pl5 mk prkey obj: Making private key 'New Generated Private Key' object:

Choosing PrivateKeyType.privateGostR3410 2001Key choice.

key.commonObjectAttributes.label:

4E 65 77 20 47 65 6E 65 72 61 74 65 64 20 50 72 |New Generated Pr|

69 76 61 74 65 20 4B 65 79 |ivate Key

key.commonObjectAttributes.flags: 0x80, len=1, unused bits=6

key.classAttributes.iD:

00 00 00 03 [P

key.classAttributes.usage: len=2, unused bits=6: 20

\ \

key.classAttributes.accessFlags: len=1, unused bits=3: 0xEO0

Encoded GostPrivateKey (98 bytes):

04 60 09 31 E6 3C BD 14 OA F3 29 65 47 A6 93 2A |.

01 AC 32 7B B3 01 6D ED 53 77 CB 1C 3B 5F 02 FD |.

CE 12 B7 6D E5 26 5C 83 3F 86 AC BD BE D5 AE C1 | .

F1 92 DD 63 D8 78 B8 0D 6A D9 97 2D 4B 2C 20 E7 |. ..
| "OV2.E.O0..EJ
| Lo isax.|

72 2E ED 67 60 4F 56 32 EF 45 7F 4F 91 80 45 4A
DF 7F FB 4C B9 16 21 7C F2 EF BB 1A 73 09 78 BO
9B BA [

Wrapping GostPrivateKey to EnvelopedData (key.typeAttributes.value.direct-protected:
pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 04 [P
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

.2
r..

1
{
m
c.x..j..-K, .|
g9
L

26 30 47 72 9C E3 74 6F |&0Gr. .to

Key wrap:

Pw key:

23 75 43 93 A8 7F 82 88 38 EE OF D9 17 2D 8C AC [#uC..... 8....—..|

57 EO 66 4F 95 3B 3C 3F 70 EA 72 93 00 OA 8D 88 |W.fO.;<?p.r..... |
Session key:

AD 59 2B 31 E3 50 A7 85 E9 94 C1 81 11 AA E5 87 |.Y+1.P..........
BD 9C 9D B9 14 48 6B 3B 86 FA 04 CC OB EE 5F 8A |..... Hk;...... o
Wrapped key:
D6 B9 95 95 DD 7A D6 C3 E6 7D FC 52 19 6E C6 35 |..... Z...}.R.n.5]|
4F 3E 95 0B DE 23 Cl 23 CB 76 61 98 E4 2E 75 19 |N>...#.#.va...u.|
MAC of key:

FD B5 BD 92 [
kekri.encryptedKey content:

30 28 04 20 D6 B9 95 95 DD 7A D6 C3 E6 7D FC 52 |0(. ..... Z...}.R|
19 6E C6 35 4E 3E 95 0B DE 23 Cl 23 CB 76 61 98 |.n.5N>...#.#.va.|
E4 2E 75 19 04 04 FD B5 BD 92 [P I

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2
Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147_89 Parameters) :

par.iv

64 59 E7 C7 14 DE OA E3 [dY......
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 64 59 E7 C7 14 DE OA E3 06 07 2A 85 [0...dY........ L

03 02 02 1F 01 [eeenn

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header) :

17 FA 51 6A 7E 0C 59 F3 E8 72 FO 7B 8D BE 3D F1 |..Qj~.Y..r.{..=.]|

D6 76 CF D1 18 C9 00 7D B1 90 77 E4 6F 68 10 27 |.v..... }..w.oh.'|

D4 5D 11 A4 8E 75 Cl1l 20 DB 9C 73 A4 8A 93 3C EA |.] u. ..s...<L|

26 9E CF 3E 06 41 E6 02 C4 0B B6 C9 CD 05 06 4E [|&..>.A......... N|

B5 2B 12 74 09 BE 45 4D E2 98 8C CF 66 FC 5F 57 |.+.t..EM. f. Wi

07 3D B2 41 8B B9 B6 85 FE OF D4 7F 7B D2 EO EF |.=.A........ { |
\

32 2C 62 83 F4 07



Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.cryptoProParamSet (1-5 - cproA,B,C,XchA,XchB): 2

Adding token.pkcsl50bjects.publicKeys element:

pl5 mk pubkey obj: Making public key 'Public Key for New Generated Private Key' object:
Choosing PublicKeyType.publicGostR3410 2001Key choice.
key.commonObjectAttributes.label:

50 75 62 6C 69 63 20 4B 65 79 20 66 6F 72 20 4E |Public Key for N|
65 77 20 47 65 6E 65 72 61 74 65 64 20 50 72 69 |ew Generated Pri|
76 61 74 65 20 4B 65 79 |vate Key
key.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 03 [P
key.classAttributes.usage: len=2, unused bits=6: 02

I \

Making key.typeAttributes.value:

Choosing key.typeAttributes.value.direct.raw choice.
GostR3410-2001Point (w/o ostr header):

1E 8B CE FD 7C 95 E8 4F 11 E3 5A 14 A0 58 FD 5B [....[|..0..Z2..X.[]|
CB 3E 24 89 3A DE 91 59 99 EB 27 5B A3 AF AF 1D [|.>$.:..Y.."[....]
D4 D5 8D 6C 32 A2 64 D3 8A E6 CD 07 54 0C 76 7B |...12.d..... T.v{]|
41 5E 64 54 0B E9 23 02 A7 F4 EA FA 65 CD F6 4B |A"dAT..#..... e..K]

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.cryptoProParamSet (1-5 - cproA,B,C,XchA,XchB): 2

Adding token.pkcsl50bjects.dataObjects (abstract data) element:

Making abstract data object 'Top-secret Data'

Choosing DataType.oidDO choice.

01dDO.commonObjectAttributes.label:

54 6F 70 2D 73 65 63 72 65 74 20 44 61 74 ol |Top-secret Data |
01dDO.commonObjectAttributes.flags: 0xCO, len=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.4

01dDO. typeAttributes.id: 1.1.456.7890

Choosing 0idDO.typeAttributes.value.direct-protected choice.

Data to encrypt (wrapped in OCTET STRING): (82 bytes):

04 50 54 68 69 73 20 69 73 20 73 6F 6D 65 20 63 |.PThis is some c|
6F 6E 66 69 64 65 6E 74 69 61 6C 20 61 62 73 74 |onfidential abst]
72 61 63 74 20 64 61 74 61 2E 20 49 74 20 77 69 |ract data. It wi]
6C 6C 20 62 65 20 65 6E 63 72 79 70 74 65 64 20 |11 be encrypted |
69 6E 20 74 68 65 20 63 6F 6E 74 61 69 6E 65 72 |in the container|
2E 00 | ..

Wrapping the data to EnvelopedData (0idDO.typeAttributes.value.direct-protected):
pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 04 [oo..
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

72 1F F5 35 95 22 EC C2 lr..5."..

Key wrap:

Pw key:

23 75 43 93 A8 7F 82 88 38 EE OF D9 17 2D 8C AC [#uC..... 8....—..|

57 EO 66 4F 95 3B 3C 3F 70 EA 72 93 00 OA 8D 88 |W.fO.;<?p.r..... |
Session key:

54 9B A9 4A DD EF B9 F6 6F 33 A1 47 8D CF B8 FF |T..J....03.G....|
E5 16 96 F1 B7 92 CE CB 37 07 FF OB FB 99 D3 71 |........ Toveun. ql
Wrapped key:
F2 D2 EE E6 12 44 64 20 97 1F 02 A7 D2 0C C5 D5 |..... DA ........
77 46 96 FO 3D F8 B5 62 3D A9 45 0A E6 DF 6D 64 |wF..=..b=.E...md|
MAC of key:

E2 0A 7F 02 [P
kekri.encryptedKey content:

30 28 04 20 F2 D2 EE E6 12 44 64 20 97 1F 02 A7 |0(. ..... Dd ....
D2 0C C5 D5 77 46 96 FO 3D F8 B5 62 3D A9 45 0A |....wF..=..b=.E.|
E6 DF 6D 64 04 04 E2 OA 7F 02 [..md......

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2
Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147_89 Parameters) :

par.iv
3F 90 96 7B F8 3F 30 1D [?2..{.20.
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:
30 13 04 08 3F 90 96 7B F8 3F 30 1D 06 07 2A 85 |0...2..{.20...%*.



52

03 02 02 1F 01 [eevnn
Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header) :

15 9D C1 8F 62 07 70 DO 03 31 74 DF A7 02 5C D9 |....b.p..lt...\.|
22 3C F2 97 AA D5 D4 F1 C5 E7 06 04 64 F9 73 2E  |"<.......... d.s.|
64 B4 5B C2 50 4A 52 64 BO A9 FB 07 27 F5 37 58 |d.[.PJRd....".7X]
EF 4D BO BD A3 69 Al A8 77 2C 15 25 8E 50 07 8F |.M...i..w,.%.P..
EO CA 14 EF F6 3ACl 16 19 76 C9 31 DB A3 37 6D |.....:...v.1l..7m]|
96 F6 8C 81 6B 68 [....kh

Adding token.pkcsl50bjects.dataObjects (abstract data) element:

Making abstract data object 'Public Data'

Choosing DataType.oidDO choice.

01dDO. commonObjectAttributes.label:

50 75 62 6C 69 63 20 44 61 74 61 |Public Data
01dDO.commonObjectAttributes.flags: 0x40, len=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.4

01dDO. typeAttributes.id: 1.1.765.432.1

Choosing 0idDO.typeAttributes.value.direct choice.

Data (wrapped in OCTET STRING) oidDO.typeAttributes.value.direct:

04 37 54 68 69 73 20 69 73 20 73 6F 6D 65 20 6F |.7This is some o]
70 65 6E 20 64 61 74 61 2E 20 54 68 65 72 65 27 |pen data. There'|
73 20 6E 6F 20 6E 65 65 64 20 74 6F 20 65 6E 63 |s no need to enc|
72 79 70 74 20 69 74 2E 00 lrypt it..

AuthenticatedData.encapContentInfo.eContent (w/o ostr header) (5154 bytes):

30 82 14 1E 02 01 00 AO 4C 30 4A 04 04 00 00 00 [0....... LOJ.....
04 A0 42 30 40 06 09 2A 86 48 86 F7 OD 01 05 OC |..BO@..*.H...... \
30 33 04 20 F4 53 80 45 BO 2F C8 C6 DE AA 01 ED [|03. .S.E./...... |
A5 16 21 DD Bl 65 FB 1F 53 AB C9 4C 1D 64 B3 BD |..!..e..S..L.d..|
3F D9 D8 0OC 02 02 07 DO 02 01 20 30 08 06 06 2A [?......... 0...%]
85 03 02 02 OA 30 82 13 C9 A7 82 01 6D A0 82 01 |..... 0. m.

69 Al 40 30 16 0C 11 46 61 63 74 6F 72 2D 54 53 [i.@0...Factor-TS|
20 76 65 72 73 69 6F 6E 03 01 00 30 OD 06 0B 2B | version...0...+]

06 01 04 01 E8 00 83 77 01 03 A1 17 06 0B 2B 06 |....... Weeoooo +.
01 04 01 E8 00 83 77 01 03 AO 08 30 06 02 01 02 |...... W....0....
80 01 00 A1 82 01 23 30 17 0C 11 52 61 6E 64 6F |...... #0...Rando|
6D 20 49 6E 69 74 20 56 61 6C 75 65 03 02 06 CO |m Init Value....|
30 0D 06 OB 2B 06 01 04 01 E8 00 83 77 01 01 A1l |O...+....... W...|
81 F8 06 0B 2B 06 01 04 01 E8 00 83 77 01 01 A2 |....+....... W...|
81 E8 02 01 02 31 59 A2 57 02 01 04 30 06 04 04 |..... 1Y.W...0...
00 00 00 04 30 1E 06 07 2A 85 03 02 02 0D 01 30 |....0...*...... 0]
13 06 07 2A 85 03 02 02 1F 01 04 08 74 70 70 52 |...*........ tPPR |
12 2A 80 50 04 2A 30 28 04 20 5D 7F 85 OF 18 OA |.*.P.*0(. J].....
20 A5 FA 27 BC D4 13 77 39 AF A3 51 DB E7 3C B3 | ' w9..Q..<.
88 80 BB BE B8 41 5B 42 46 28 04 04 5A 69 79 CD  |..... A[BF(..Ziy.
30 81 87 06 09 2A 86 48 86 F7 0D 01 07 01 30 1F |O....*.H...... 0.
06 08 2A 85 03 02 04 03 02 02 30 13 04 08 DD 8E |..*....... O..... |
C8 00 OF CA 11 88 06 07 2A 85 03 02 02 1F 01 80 J.eeeeun.. K.
59 93 9B 98 38 70 4A 73 DD A0 AE AF 87 4C 4A 00 Y 8pJs..... LJ. |
AD 62 B8 21 AA 5C 89 C2 FF 92 1C 5C 43 40 54 BC b.l.\..... \CQT. |
B6 AA 28 D3 14 8B E9 6F 62 F2 06 37 69 25 2C 5D (....0b..71%,]
09 C9 26 44 14 23 51 85 DD 99 06 95 02 8E OB 98 &D.#Q. . ...

93 E6 3E 22 AA DB DC 46 03 91 A5 82 03 FD A0 82
03 F9 30 82 03 F5 30 1B 0C 16 52 6F 6F 74 20 43

\
\
\
[
BE F5 46 55 CF 63 D8 E5 48 7D 63 25 75 2B F4 Bl |..FU.c..H}c%u+..|
\
\
65 72 74 69 66 69 63 61 74 65 20 6F 66 20 43 41 |
\

03 01 00 30 09 04 04 00 00 00 01 01 01 FF Al 82 a0l
03 C9 AO 82 02 B9 30 82 02 68 A0 03 02 01 02 02 [...... O..h......
10 07 48 BA C5 90 EA C5 9B 4C 4F OF E7 04 98 9C |..H...... LO..... |
A8 30 08 06 06 2A 85 03 02 02 03 30 7A 31 23 30 [.0...*%..... 0z1#0|
21 06 09 2A 86 48 86 F7 0D 01 09 01 16 14 6D 69 |!..*.H........ mi |

76 61 6E 6F 76 40 66 61 63 74 6F 72 2D 74 73 2E |vanov@factor-ts. |
72 75 31 0B 30 09 06 03 55 04 06 13 02 52 55 31 |rul.0...U....RU1|
OF 30 0D 06 03 55 04 07 13 06 4D 6F 73 63 6F 77 |.0...U....Moscow]|
31 12 30 10 06 03 55 04 OA 13 09 43 72 79 70 74 ]1.0...U....Crypt]|
6F 50 72 6F 31 OE 30 0C 06 03 55 04 OB 13 05 50 |oProl.0...U....P|
72 6F 6D 6F 31 11 30 OF 06 03 55 04 03 13 08 4D |romol.0...U....M]|
61 78 69 6D 20 55 43 30 1E 17 0D 31 32 30 33 32 |axim UCO0...12032]
31 31 32 33 39 33 38 5A 17 0D 31 37 30 33 32 31 ]11239387..170321]
31 32 34 36 31 32 5A 30 7A 31 23 30 21 06 09 2A [124612Z0z14#0!..*]
86 48 86 F7 0D 01 09 01 16 14 6D 69 76 61 6E 6F |.H........ mivano|
76 40 66 61 63 74 6F 72 2D 74 73 2E 72 75 31 0B |v@factor-ts.rul.|
30 09 06 03 55 04 06 13 02 52 55 31 OF 30 0D 06 |0...U....RU1.0..|
03 55 04 07 13 06 4D 6F 73 63 6F 77 31 12 30 10 |.U....Moscowl.O.|
06 03 55 04 OA 13 09 43 72 79 70 74 6F 50 72 6F |..U....CryptoPro]
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64 4E
F9 04

D1 DA ED D7 ED BB OA D8 1C 4E A8 03 4E 41 |dN......... N..NA|
A7 DO 02 15 23 3A 83 9C 7E EE BO BE 74 68 |...... #:..~...th]|

Making AuthenticatedData.authAttrs:

attrl
attrl
attrl
attr2
attr2
attr2

(id-contentType) :

.attrType: 1.2.840.113549.1.9.3
.attrvaluel: 1.2.840.113549.1.15.3.1

(id-messageDigest) :

.attrType: 1.2.840.113549.1.9.4
.attrValuel: ostr len=32 - message digest (see above)

Encoded authAttrs (standalone):

31 4C 30 19 06 09 2A 86 48 86 F7 OD 01 09 03 31 |1LO...*.H...... 1
0C 06 OA 2A 86 48 86 F7 0D 01 OF 03 01 30 2F 06 |...*.H....... 0/.1
09 2A 86 48 86 F7 0D 01 09 04 31 22 04 20 64 4E |.*.H...... i". dN|
D1 DA ED D7 ED BB OA D8 1C 4E A8 03 4E 41 F9 04 [P N..NA..|
A7 DO 02 15 23 3A 83 9C 7E EE BO BE 74 68 oo .~o . th
Calculating HMAC of authAttr:

Key:

D9 89 7F 8D E7 98 F6 9A 45 85 8B 89 76 62 50 7C  |........ E...vbP]||
C5 63 3F A4 F5 0C F5 A0 49 68 9B 63 1F F3 61 09 |.c?..... Ih.c..a.|
authAttrs HMAC (AuthenticatedData.mac):

FA FD 4D OE 63 7F 29 11 59 1D 5D 3F AF A6 0C C4 [..M.c.).Y. 1?2000
E7 F1 36 2E 93 59 E2 5C D5 68 E5 BO FA 5B 15 39 |..6..Y.\.h...[.9]
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